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I[TEPE/IMOBA

Po3po61eHo po6odoro rpymnor y CKIai:

1. I'epacina Oumekcannpa BonomummupiBHA, K.T.H., JOLEHT, AOICHT Kadeapu
Oesmeku iH(pOpMAIi Ta TEICKOMYHIKAIlli — KEpPIBHUK po0OO0YOi Tpymw, TapaHT
MIPOTPaMH.

2. Kopuienko Banepiii IBanoBuy, n.T.H., mpodecop, 3aBigyBau Kadeapu
Oe3neku 1H(popMmarlii Ta TeJIEKOMYHIKaIlli — 4jeH poOodoi rpymnu.

3. Karagiit Tersna CranicnaiBHa, 1.¢.-M.H., mpodecop, npodecop kadenpu
Oes3neku 1H(popMarlii Ta TeJIEKOMYHIKaIli — 4jeH poOodoi rpymnu.

4. Kpyuinin Onekcannp BonogumupoBud, crapmuii Bukiagad kadenpu
Oe3reku 1HpopMallii Ta TEIEKOMYHIKAI — 4ieH pobovoi rpyIiu.

5. Tumodeer Jmutpo CepriiioBuy, cTapiivii BUKIagad kKadeapu Oe3neku
1H(opMallii Ta TeIEKOMYHIKaIIi — YieH po0oYoi rpyIH.

6. IBanpkoBa Mapis CepriiBHa, cTyaeHTka rpymnu 125-21-5.

Penien3ii-BIATyKHM 30BHINIHIX CTEHKXOJACPIB:
1. byt Cepriit MukomnaiioBud, MoMidHUK reHepaibHoro aupekropa JIT «Kb
«ITiBnenHe» 3 6€3MEKHU.
2. banexin Irop CepriiioBud, AUPEKTOP TOBAPUCTBA 3 OOMEKEHOIO
BIIMOBITATBHICTIO «ATeHIlis Oe3neku ['paanby.
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BCTVII

OcsiTHRO-TIpOdeciiiHa TporpamMa po3podiaecHa Ha ocHOBI CTaHmapTy BHUIIOI
OCBITM  MiAroToBKkM OakanaBpiB  cremianbHOCTI 125 KiGepOesmeka  (Haka3
MinictepcTBa ocBiTH 1 Hayku Ykpainu Big 04.10.2018 Ne 1074) 3 ypaxyBaHHSIM
3MiHH Ha3Bu crnemnianbHocTi 125 KibepOesneka ta 3axmcT iHpopmanii (IlocranoBa
Kab6inery MinictpiB Ykpainu Big 16 rpymus 2022 p. Ne 1392), makazsy MOH
VYkpainu Big 13.06.2024 Ne842 «IIpo BHECEHHs 3MIH /10 JCSIKUX CTaHAAPTIB BHUIIOI
OCBITHY.

OcgimHbo-npoghecitina npoepama 8UKOPUCMOBYEMbCS N0 UAC:

— JTIIEH3YBaHHS CIEIiaJbHOCTI Ta aKpEAUTAIlli OCBITHROI IPOrpaMu;

— CKJIQJIaHHS HAaBYAJIbHUX IJIaH1B;

— ¢opMyBaHHs poOOYMX MPOrpaM HABYAIBHUX AUCIUIUIIH, CUIa0yCiB, Iporpam
MPaKTHUK, 1HIUBIyaIbHUX 3aBJaHb;

— (hopMyBaHHs 1HUBIIyaJbHUX HABUYAJIBHUX IJIAHIB CTY/ICHTIB;

— po3po0JIeHHS 3aC001B JIIarHOCTUKH SIKOCT1 BUIIO1 OCBITH;

— arecTarlii 6akanaBpiB cneniaabHocTi 125 KibepOe3neka Ta 3axuct iHdopmarlii;

— BU3HAYEHHSI 3MICTy HAaBYaHHS B CHUCTEMI MEPEMiArOTOBKU Ta MiABUIICHHS
KBasi(ikarii;

— npodeciitHoi opieHTaIii 3700yBayiB (axy;

— 30BHIITHBOTO KOHTPOJIIO SKOCTI MiATOTOBKHU (haxiBIIiB.

Kopucmysaui ocsimuvo-npogheciiinoi npoepamu.

— 3100yBayi BUINOI OCBITH, siKi HaB4aroThcsi B HTY «/II1»;

—Bukiagaui  HTY «Il», ski  3miHMCHIOIOTH  MIATOTOBKY  OakajiaBpiB
crerianbHOCTI 125 KibepOesneka Ta 3axuct iHpopmariii;

— eK3aMeHalliiHa kowmicis crmeriansHocTi 125 KiGepOesmeka Ta  3axucT
1H(hopmaii;

— npuiimanbHa komicis HTY «/II1».

OcBiTHS nporpaMa MOUIMPIOETHCS Ha Kadeapu yHIBEPCUTETY, 5Kl OepyTh y4acTb
y miaroToBll QaxiBUiB cTymneHs OakanaBpa creuianbHocTi 125 KiGepOesneka Ta
3axucT 1Hpopmarii.

1 ITPO®1JIb OCBITHLOI ITPOT'PAMU

1.1 3araabHa indopmanis

[loBHa Ha3Ba 3aknany HarmionanebHuii TeXHIYHUM yHIBEPCUTET «/IHITPOBChKA MOMITEXHIKAY,
BHUIIOI OCBITH Ta ¢bakynpTeT iHpOpMaLifHUX TEXHOJOTiH, Kadeapa O6e3neku iHpopmarii
THCTUTYTY ((aKyiIbTeTy) Ta TeJIEKOMYHIKaIii

Cryminp BUIIOI OCBITH Ta | bakanaBp 3 ki6epOe3neku Ta 3axucty iHdopmarrii
Ha3Ba KBamidikalii MOBOIO

OpHUTIHATTY

Odiniiina Ha3Ba ocBiTHROI | KibepOe3mneka

IporpamMu

Tun guniaomy ta oocsr Junnom 6akanaBpa, oquHUYHHUNA. OOcAT 0CBITHBO-TIpO(deciitHOT

OCBITHBOI TIpOTrpamMu nporpamu 240 kpeautis EKTC.




Ha 6a3i crynens «monoamuii 6akanasp» (OCBITHBO-
KBaTi(hiKAI[IHHOTO PIBHS «MOJIOAIINH CIICIIAIICT») BUSHAIOTHCS Ta
nepe3apaxoBytotbes 60 kpeautie EKTC, oTpumMaHuX B Mexax
MOTIEPETHBOI OCBITHROT MIPOTPAMH MiATOTOBKH MOJIOAIIOTO
OakanaBpa (MOJIOIIOTO CIIeLiaNicTa).

Ha ocHoBI cTymieHs «paxoBuii MOJOIIIHIA OaKagaBpy» 3aKiiaj BUIIOT
OCBITH Ma€ IIpaBO BU3HATH Ta Mepe3apaxyBaTy He Olabie Hik 60
kpenutiB EKTC, oTpuMaHuX 32 MONEPEAHBOI0 OCBITHHOIO
nporpamoro $paxoBoi NepeBUIIIOi OCBITH.

TepMiH HaBYaHHS — HA OCHOBI MIOBHOI 3arajibHOT CEPEIHbOI OCBITH —
3 poku 10 MicALiB; HA OCHOBI CTYNEHS «MOJOAIINI OaKataBp»
(0CBITHBO-KBaJTi (DIKAIIHHOTO PIBHS «MOJIOJIINI CIEIIATICTY),
«(axoBuit Mmonoammii 6akanaBp» — 2 poku 10 MicsIiB

HasiBHicTh akpeauTarii MinicTepcTBo OcBiTH 1 Hayku YKpaiau. CepTudikar mpo aKpeIuTaIio
cremiagbHocTi YJI  Ne 04017952  BiamoBigHO A0  pIIICHHS
Axpenutamiitaoi kowmicii Big 2 Oepe3ns 2017 p. mpotokon Nel24
(maka3 MOH VYkpainu Big 13.03.2017 p. Ne375, Ha miacTaBi Hakazy
MOH Vkpainu Big 19.12.2016 Nel1565)

Crpoxk nii ceprudikara go 01 numus 2027 p.
AxkpenuTariisi OCBITHbOI IPOTPaMU HE TIPOBOIUIIACS

ukn/piBeHb HPK Yxkpainu — 6 piBenp, FQ-EHEA — nepmmii nukn, EQF-LLL — 6
piBEHb
[lepeymoBu Oco0a mae npaBo 3100yBaTH CTYMiHb OakajgaBpa 3a YMOBH HassBHOCTI

B HEl MOBHOI 3arajibHOI CepeIHbOI OCBITH / CTYIECHS «MOJIOAIINI
OaxasiaBp» (OCBITHbO-KBaJI1(IKAIIITHOTO PIBHS «MOJIOAIMINN
creniaiicT») / cTyneHs «paxoBuil MOJOIIINI OaKanaBp»
Oco0arBOCTI BCTYIY Ha OCBITHIO NPOrpaMy BU3HAYaIOThCS
[TpaBunamu npuitoMmy 10 HarioHaIbHOTO TEXHIYHOTO YHIBEPCUTETY
«/IHimpoBCchKa MomiTexHiKa», U0 3aTBepAKeH1 BueHoro panoro

MoBa(1) BUKJIaJaHHS VYkpaiHcpka
TepMiH aii OCBITHBOI TepMmiH He Moxke nepeBulyBatu 3 poku 10 micsmiB Ta/abo nepion
IIPOrpaMu akpenuTanii. OCBITHS Iporpama Hijsrae neperisity BiIMoBiIHO O

3MiH HOPMAaTUBHOI 0a3u YKpaiHu B cdepi BUILOI OCBITH, ajie He
pijiie oHOro pa3y Ha pik

IarepreT-agpeca http://www.bit.nmu.org.ua. Iadopmartiiinuii maker
MOCTIHOTO PO3MIIIEHHS | 3a CIELiaJIbHICTIO

OTHCY OCBITHBOI
IIporpaMu OcsitHai nmporpamu HTY «/II1T»
http://www.nmu.org.ua/ua/content/infrastructure/structural_divisions/
science_met_dep/educational_programs/

1.2 MeTta ocBiTHBOI porpamMu

[TinroToBka ¢axiBLiB 3 pO3pOOKHU, BUKOPHUCTAHHS 1 BIPOBAIKEHHS TEXHOJIOTIH iH(OopMaiiiHoT
Ta/abo KkibepOe3mekn 13 3a0e3MeueHHsIM OpPraHiYHOrO IOE€JHAHHS OCBITHHOI Ta MPAKTUYHOL
JISTTBHOCTI 3 1HTETpaIli€lo 10 MIDKHAPOJIHOTO HAYKOBO-OCBITHBOTO MPOCTOPY, SKa HampaBiieHa Ha
30100yTTS TOTTUOJCHUX TEOPETHMYHMX 1 MNPaKTHYHUX 3HaHb M[0J0 (OPMYBaHHS 3HAaTHOCTI
po3B’s3yBaTu (paxoBi 3amadi B oOsacti iHpopmarliiiHoi Ta/abo KibepOe3reku Ha MPUHITUAIIAX
aKaJeMiqHOl JTOOpPOYECHOCTI, 3arajJbHONIOJCHKUX IIHHOCTEH, HAIIOHAIBHOI 1IEHTUYHOCTI Ta
KpEaTUBHOTO CTAHOBJICHHS JIFOJIMHHU 1 CYCH1JILCTBA MaHOyTHHOTO.

1.3 XapakTepucTHKA OCBITHLOI IporpaMu



http://www.bit.nmu.org.ua/

[IpenmerHa o6macth

12 Indopmaniitni texnosorii / 125 KibepOesneka ta 3axuct
iH(popmarrii

006’ ekt TpodeciiHOT AiSITLHOCTI BUITYCKHUKIB!

— 00'exTH 1HMOpMaTH3allli, BKIIOYAIOYH KOMIT'IOTEPHI,
aBTOMAaTH30BaHi, TEJICKOMYHIKalliiHi, iHpopmaliitHi, iHpopMmarliifno-
aHaTITUYHI, iIHOPMAIIIITHO-TeIEKOMYHIKAIIiHI CHCTEMH,
iH(pOpMaIiliHI pecypcH 1 TEXHOJIOTI,

— TEXHOJIOT1i 3a0e3eueHHs Oe3nexu iHhopmariii;
— MpoLIeCH YIpaBIiHHA iH(pOpMaIiifHOIO Ta/abo KibepOe3neKoro
00’€KTIB, IO MIJIATAIOTh 3aXUCTY.

[{i7i HABYAHHS: MiTOTOBKA (PaxiBIliB, 3JaTHUX BUKOPUCTOBYBATH 1
BIIPOBA KYBATH TEXHOJIOTIT iHPOpMaIliiHOiI Ta/abo KibepOe3neKu,
(bopMyBaHHS y BUITYCKHHUKIB 3/TaTHOCTI BUPIIIyBaTH CKJIATHI
CrieliagizoBaHi 3a/1a4i Ta MpakTH4HI MpoosieMu iHGpopMaIiiiHOT
Oe3neKu.

TeopeTndHUH 3MICT MPEIMETHOT 00JIACTI.
3HaHHS!

— 3aKOHO/IaBY0i, HOPMAaTUBHO-TIPABOBOI 0a3u YKpaiHu Ta BUMOT
BIJIMOBITHUX MIDXKHAPOJIHUX CTAaHAAPTIB 1 MPAKTHK 010 3/1HCHEHHS
npodeciiftHoT NisTBHOCTI;

— IPUHLHUIIB PO3POOKH Ta CYNPOBOY CUCTEM Ta KOMILJICKCIB
iH(dopMmaIiifHOT Ta/ab0 KibepOe3neKy;

— Teopii, MojieNell Ta MPUHIIKITIB YIIPABIiHHS JOCTYTIOM 0
1H(hopMaLIfHUX pecypciB;

— Teopii cucTeM ynpasiiHHs iH(opMalliifHo Ta/abo KibepOe3neKoro;
— METO/IB Ta 3ac001B BUSBJICHHS, YIPABIIIHHSA Ta 11eHTUDIKAIIIT
PU3UKIB;

— METO/IB Ta 3ac001B OILIIHIOBAHHS Ta 3a0e3IeUYeHHs] HEOOX1JHOTO
PiBHS 3aXUIIEHOCTI iHpOpMALlii;

— METO/IIB Ta 3aC001B TEXHIYHOT'O Ta KPUNTOTPa(PIIHOTO 3aXUCTY
iH(popMartii;

— cydacHHUX iH(}OpMaIIHHO-KOMYHIKAI[IHTHUX TEXHOJIOT1H;

— Cy4acHOI'o IporpaMHo-anapaTHoOro 3ade3neyeHHs iHdopMalliifHo-
KOMYHIKAI[IHHUX TE€XHOJIOTIH;

— aBTOMATU30BaHUX CHCTEM MPOEKTyBaHHSI.

Metoiu, METOJIMKHY Ta TEXHOJIOTI1:

Meroau, MmeToiuky, iH(GOpMaIiitHO-KOMYHIKAI[iiHI TEXHOJIOTIT Ta
1HIIT TEXHOJIOT1i 3a0e3neueHHs iHpopMaIiifHoi Ta/ a00 KibepOe3neKH.

[HCTpYyMEHTH Ta 00T IHAHHS:

— CHUCTEMH PO3pOOKH, 3a0€3MeUeHHs, MOHITOPUHTY Ta KOHTPOJTIO
npotieciB iHdopmaliiHoi Ta/ abo kibepOe3neku;

— CydJacHe MporpaMHO-anaparHe 3ade3neueHHs iHGopMaIiiHo-
KOMYHIKAI[iHHUX TEXHOJIOT1H.

OpienTartist OCBITHBOI
porpaMu

OcaiTHRO-TIpOdeEciiiHa, MPUKIaHA Ta Ma€ HACTYIHI MpodeciitHi
(cemiamizamiiii) aKIEeHTH:

1. ITocunena miaroToBKa B raigy3i JUCKPETHOT MAaTEMaTHKH,
€JIEKTPOHIKH, PaIiOTEXHIKHU, aKyCTUKH, TUCKPETHOT 00pOOKH
iH}opMarrii 10TiKo-MaTeMaTHIHUMH METOJIaMU Ta (i3UKO-
TEXHIYHUMU 3aC00aMu;

2. ®yHaMeHTalIbHA MIAr0TOBKA 11010 MPOEKTYBaHHS, PO3POOKH,
BIIPOBAKEHHS Ta CYMPOBOIY KOMIUIEKCHUX CHCTEM 3aXHCTY




iHpopMallii, siKa UPKYITI0E Ha 00’ €KTax 1H(HOPMAIIIHOT NisITBHOCTI
JIep KaBHOT Ta IPUBATHOI ()OPM BIIACHOCTI,

3. [ligroToBKa 3i CTBOPEHHS KOMIUIEKCHHX CUCTEM 3aXHUCTY
iH(opMaIiHHUX TTOTOKIB y KOMYHIKallIHHAX MEpexkax;

4. PO3BUTOK 3HaHb y Tajiy3i KiOepHeTHUHOI Oe3MeKH Ha OCHOBI
aHaJII3y HOBUX HAYKOBO-TEXHOJIOTTYHHX 3/I00YTKIB;

5. O3HaifoMyIeHHS 3 HOBUMH HallpsIMKaMU KiOEpHETHYHOI Oe3MeKH
JUTSl HAaBYaHHS 3/100yBadiB BUIO1 OCBITH pO3p0o0IIi 1HAUBIAYaTbHUX
CTapTaIliB Ha €Tami MiIrOTOBKH KBaJli(hikaliiHOi poOOTH.

OcHoBHHi Pokyc
OCBITHBOI ITPOrpamMu

CrnemianpHa ocBita B rTamy3i 12 [Hpopmamiitai  TexHomorii /
cnenianbHOCTi 125 KibepOesmneka Ta 3axuct iHpopmarii.
[TlinroroBka (haxiBIiB, 3MaTHUX PO3POOIATH, BUKOPHUCTOBYBATH 1
BIIPOBA/KYBAaTH TEXHOJIOTIi iH(opMaIiitHoi Ta/abo kibepOe3neku B
iHopMaIiHHO-KOMYHIKAIIIHHUX CHCTEMaX Ta MepeKax.

KmrowoBi  cnoBa:  iHdopmamiiiHi  TeXHOJOTii,  yHmpaBIiHHA
iH(opMaIliiHO 1 KiOepOe3neKor0, TEXHIYHUH 3aXKUCT iHhOopMaIlii

OcobmuBocCTI IporpaMu

HaBuanpHa, BuUpoOHMYAa Ta  TmepenaTecTaliiHa  MPaKTHKH
000B’s13k0Bi. [IpoBOAsATBCS B CIeHialli30BaHUX KOMIT FOTEPHUX
naboparopisx Ta KOMITIOTepHUX Kiacax Kadempu, Ha 0Oa3si
[IpuaHINIPOBCHKOTO PETIOHANBHOTO HAYKOBO-TEXHIYHOTO ILIEHTPY
TEXHIYHOTO 3aXUCTy iH(popMarii, a TaKoXK Ha MiJIMPUEMCTBAX MiCTa
Ta obmnacti. OpieHTOBaHICTH Ha pPO3pPOOKY, BHUKOPUCTAHHS 1
BIIPOBQ/DKEHHS CHCTEM Ta TEXHOJIOTIH  iH(popMaliiHOT Ta
ki0epOe3neku 1HPOKOMYHIKAIHHUX CUCTEM 1 MEpeX Ta KPUTHYHOL
1H(popMaLIiHOT IHPPACTPYKTYPH.

1.4 llpugaTHicTb BH

HyCKHI/lKiB A0 MpaneBJaliTYyBaHHA Ta NOJAJILIIOI0 HABYAHHA

[IpunatHicts 10
IIpaLeBIIALITYBaHHS

Bunu exoHoMiuHOT aisiibHOCTI 3a Kinacudikaropom JIK 009:2010:
Cexuist J [npopmariist Ta TenekoMyHIKariii,

Po3nin 62 Komn'torepHe nporpaMmyBaHHs, KOHCYJIbTYBaHHS Ta
MOB's13aHAa 3 HUMU JiSTIbHICTD

Knac 62.09 Inma npisnbHICTh Y cdepi iHpOpMaLiMHUX TEXHOJOTIH 1
KOMII'FOTEPHHUX CHCTEM.

Iloganpie HaBYaHHS

MoxuBicTh HaB4YaHHA 3a KkBamidikaumiinumu piBHamu: HPK
Vkpainu — 7, piseab FQ-EHEA — npyruit nuki, EQF-LLL — 7 piBeHn

1.5 Bukigaganusa Ta OMiHIOBAHHSA

Buknananasa ta

CTy,Z[eHTOHeHTpOBaHe HaB4YaHHA, CaMOHaBYaHHA, HpO6J’IGMHO-

HaBYaHHS Opi€EHTOBaHE HaBYAHHS.
Jlekuii, cemiHapy, MpaKTUYHI 3aHATTS, 1JaOOpaTOpHi poOOTH B MaJIUX
rpynax, camocTiiiHa po6oTa, KOHCYJIbTallli 13 BUKJIaJJauaMu.
OuiHroBaHHS O1iHIOBaHHA HABYAJIbHHUX JIOCSATHEHb CTYJEHTIB 3JIHCHIOETHCS 32

peiiTuHroBoro  mkanoro  (mpoxigni  O6amu 60...100) Ta 3a
IHCTUTYLIHHOIO IIKANOK («BIAMIHHO», «I00pe», «3aJ0BIILHOY,
«HE3aJIOBIIILHOY»), 110 BUKOPHUCTOBYETHCS JJIsI KOHBEPTAIlil OIIIHOK
MOOUTBHUX CTYJICHTIB.

OmiHIOBaHHA BKIIOYAa€ BECh CIEKTP KOHTPOJBHUX MPOLEnyp Y
3aJIeKHOCTI  BiJ] KOMIIETCHTHICTHHX XapaKTePUCTUK (3HaHHS,
YMIiHHS/HABUYKH, KOMYHIKaIlisl, aBTOHOMIS 1 BiJMOBiIAIbHICTh)
pe3yabTaTiB HAaBYAHHS, TOCATHEHHS IKUX KOHTPOJIIOETHCS.

Pe3ynpTaT HaBYaHHS CTYJEHTAa, L0 BiOOOpa)kaloTh JOCATHYTHM




HUM  piBEHb KOMIIETEHTHOCTE  BIAHOCHO OYiKyBaHHUX,
11eHTU(DIKYIOTBCS Ta BUMIPIOIOTHCS 1] YaC KOHTPOJIBHUX 3aXO0/IIB 3a
JOTIOMOTOI0  KpWUTEpiiB, IO  KOPENIOITHCA 3  ONHUCAMH
kBamidikaniiuux piBHiB HamionaapHOi paMku KBamidikamii 1
XapaKTEePU3YIOTh CHIBBITHOIIICHHS BUMOT hif) piBHs
KOMIICTEHTHOCTEH 1 TOKa3HUKIB OI[IHKH 32 PEHTUHTOBOIO MIKAJIOKO.

[lincyMKOBHIA KOHTPOJIb 3 HABYAIbHUX JUCLUUIUIIH 3IHCHIOETHCS 3a
pe3yibTaTaMd  [MOTOYHOTO  KOHTpPONO  abo/Ta  OIHIOBaHHSIM
BUKOHAHHA KOMIUIEKCHOI KOHTpPOJIbHOI poOotu abo/Ta yCHHX
BIIIIOBIEN.

O1iHIOBaHHS Pe3YJbTaTIiB MPOBOAUTHLCS BiAmoBimHO 10 [lomokeHHs
YHIBEPCHUTETY IPO OLIHIOBAHHS PE3yJIbTaTiB HABYaHHS 3/100yBadiB
BUIIOI OCBITH

®dopMa BUITYCKHOT

Artecramisi  3MIMCHIOETBCA Yy  GOpMiI  €IUHOTO  JIEP>KABHOTO

arecramii KBaJTi(iKaifHOTO iCIHUTY Ta IyOJIYHOTO 3aXUCTy KBamiikamiiHoi
poboTu GakanaBpa.
€nuHuii  aepkaBHMM  KBamidikamiiiHui  icnuT  mepenbadvae
OLIIHIOBAHHS  JOCSTHEHb pE3YJIbTAaTiB HaBYaHHS, BH3HAUCHHX
cTaHfgapToM 3a cremianbHicTIO 125 KibGepOe3neka Ta 3axuct
iHpopMarii Ta i€l OCBITHBOIO MPOrPaMOIO.
Kgamidikariiina pobora mepeadayae po3B’s3aHHS CIEIiaTi30BaHOI
3ajaul B raiy3i iHpopmaliiHoi Ta/abo kibepoe3neku.
PoboTa nepeBipsieTbesl HA HASBHICTD ILIariaTy 3riJIHO 3 MPOLEYPOIO,
BU3HAUYEHOI CHUCTEMOIO 3a0€3MEeUEHHs SIKOCTI OCBITHBOI JISTIBHOCTI
Ta SIKOCT1 BUILIOT OCBITH YHIBEPCUTETY.
3axucT KBamidikamiiiHoi poOoTu BiAOyBAa€eThCS MPUIIOAHO Ha
3aciJlaHH1 eK3aMeHallIiHOT KOMICIi.
KBanmiikamnifina poOoTa  ONPUIIOJHIOETHCS B pemo3UTapii
YHIBEPCHUTETY.
1.6 PecypcHe 3a0e3neueHHs peasisauii nporpamu
Crierudiuni KanpoBe 3a0e3nedyeHHs BiJINOBIJA€ KaJpOBUM BUMOTaM IOJO
XapaKTePUCTUKHU 3a0e3medYeHHs] MPOBA/PKEHHSI OCBITHBOI MISUTBHOCTI ISl TIEPIIIOTO

KaaApoBOIro 3a0e3MeYeHHS

(bakamaBpChKOT0) piBHS BHINOI OCBITH BIAMOBITHO 10 JlileH31iMHUX
YMOB MPOBA/IKEHHS OCBITHBOI J1SUTBHOCTI.

Jlo mpoBefeHHS! ayIUTOPHUX 3aHATHh 3AIy4alOThCs MpodecioHanu-
npakTuky 3 [IpuaHIIPOBCHKOrO PerioHaIbHOI0 HayKOBO-TEXHIYHOTO
LEHTPY TEXHIYHOTO 3aXUCTy 1HpOpMaILlii.

Buknagaui mepiouYHO TOCHIIIOIOTH CBOIO MMIJATOTOBKY dYepe3
poLenypy MiJBUIEHHs KBaJi(ikarlii.

Crneuundiuni
XapaKTEPUCTHKH
MaTepiaJbHO-TEXHIYHOTO
3a0e3neueHHs

MarepianbHO-TexXHIYHE 3a0€3MeYeHHs] BIAMOBIAAE€ TEXHOJIOTIYHUM
BUMOTaM IOJI0 3a0€3MEUYCHHS MPOBAIKEHHS OCBITHBOI MiSIILHOCTI
JUIs Tiepioro (6akanaBpChKOIro) piBHSI BUILOI OCBITH BIANOBITHO A0
JIieH31MHUX YMOB IPOBAJKEHHSI OCBITHBOI JISUIBHOCTI.

[linroToBKa 3a JaHOK OCBITHBOIO MPOTPAMOIO 3IIWCHIOETHCS B
1aboparopisix:  eIeKTPOHIKH; KOMIT IOTEPHOTO  MOJICTIOBAHHS;
3ac00IB  TEXHIYHOTO 3axucTy i1Hdopmarii; KidepOesmekn i3
BUKOPDHUCTaHHAM  KOMIUIEKCIB ~ 3aco0iB  3axucty  «I'pud»,
ABTOMATHU30BAHOTO KOMIUIEKCY pamaiomoHiTopunry "AKOP-2ITK-M",
OararodyHKIiOHATBPHUX nourykoBux npuctpoiB ST-031P , Ilipanps”




10

ta CPM-700 «Akynay.

Crnenudiuni
XapaKTePUCTUKU
iH(opMmarliifHoro Ta
HABYAJIbHO-METOIHYHOTO
3a0e3neYeHHS

1. 3abe3neueHicTh 010110TEKH BITYN3HIHUMU Ta 3aKOPJOHHUMHU
(haxoBUMH MEPIOAUYHUMHU BUAAHHSIMH BiJIOBITHOTO 2060
CIOP1THEHOTO MPOQ1II0, B TOMY YUCII B €JICKTPOHHOMY BUTJISII.

2. HasBHicTh mocTymy 10 0a3 JaHUX MEPiOANIHUX HAYKOBHUX BUIAHb
AHTJIIICHKOIO MOBOIO BiIMIOBITHOTO a00 CIIOPITHEHOTO TTPOdiTIO.

3. HasBHicTh o¢iniliHoro BeO-caiiTy 3akjany OCBITH, Ha SKOMY
pOo3MillieHa OCHOBHA iH(OpMaITis PO HOTO MisTbHICTD.

4. HasiBHICTD €JIEKTPOHHOTO PECYpCY 3aKJaay OCBITH, SKUW MICTUTh
HaBYaJbHO-METOJIMYHI MaTepialiv 3 IUCIUILIIH HABYAIILHOTO TUIaHY,
B TOMY YHCJIl B CUCTEMI TUCTAHIIHOTO HABYAHHS.

CreuundiyHuMHI XapakTepUCTUKaMU 1H()OPMAILIIfHOTO Ta HaBYAIbHO-
METOJIMYHOTO 3a0e3leueHHs] € BUKOPHUCTAHHS HAI[lOHATHHUX Ta
MDKHApOJHHMX CTaHJAPTIB B rayry3i iHpopMariitHoi Ta KibepOe3neKku.
MertoanuHi Matepianu po3MilieHi Ha miatdopMi AMCTaHIIHHOL
ocBitt Moodle, caiiTi kadpenpu Ta B qonarkax cepsiciB Office 365:

https://do.nmu.org.ua/course/index.php?categoryid=5.

3a HEOOXIHOCTI 3aHATTS Ta arecralis 3700yBadiB BHIOI OCBITH
MIPOBOAATHCS 3 BUKOPUCTAaHHAM Iu1atopm Zoom ta MS Teams.

1.7 AxageMiuna MOOLILHICTH

HarmionaneHa kpeauTHa
MOOUIBHICTh

MOoXIIHBICTh YKIIaIaHHS YTO PO aKaJIeMiuHy MOOLIBHICTE, PO
MOJIBIiHE TUIIOMYBAHHS TOLO

MixHapoaHa KpeIuTHA
MOOUIBHICTE

MOoXJIHBICTh YKJIaIaHHS YTO/ PO MIXXHAPOIHY MOOUIBHICTB, PO
MO/IBiiiHE TUIUIOMYBaHHSI, PO TPUBAJII MIKHAPO/IHI IPOEKTH, 10
nepeadavyaoTh HaBYAHHS CTYJIEHTIB TOILO

MiXHapoAHy KpeIUTHY MOOLIBHICTh PErJIaMeHTYIOTh BiJIOBITHI
JOKYMEHTH:

[TonoxxeHHs Mo MOPSIOK peartizallii mpaBa Ha akaAeMiuHy
mobineHicTs HTY "/IHinpoBcbka nomitexnika": http://surl.li/ajzjq
Crparerig intepHanionanizauii HTY "/IHinpoBcbka nmosiTexHika'":
http://projects.nmu.org.ua/ua/Internationalisation_strategy en_2025.p
df

[Ipouenypa BigOopy Ha MporpaMu akaeMidyHOi MOOUTBHOCTI:
http://projects.nmu.org.ua/ua/Selection procedure applied for the
selection of students and staff for mobility.pdf

JlocTynHi mporpaMu MOOUTBHOCTI Ta YHIBEPCUTETH-TIAPTHEPU:

1. Erasmus+ K107:

- VHiBepcut Xaeny, (Icnanis);

- YuiBepcutet JleoGeny (ABcTpis);

- Yankupu Kaparekin YHiBepcuter (Typeuunna);

- BporyaBcbka nosiTexHika.

2. Crunennis bagen-Broprem6epr (Baden-Wurtemberg):

- YuiBepcutet Ecninreny (mporpama — Information Technology (B));
- VuiBepcuter Poiftninreny, Himeuunna.

3. [Iporpama Typenbkux oOMiHiB MeBaHa.

HaBuauHs 1HO3EMHUX
3100yBayviB BUIIOI OCBITH

[TepenbaveHno HaBUYaHHS 1HO3eMHUX 3700yBadiB BHIIOI OCBITH
YKPaiHCHKOI MOBOIO
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2 OBOB "A3KOBI KOMITIETEHTHOCTI

[HTerpanpHa KOMIETEHTHICTH OakanaBpa 31 crnemianbHocTi 125 KibepOesmneka
Ta 3axMcT iHGoOpMalli - 3[aTHICTh PO3B’SA3yBaTH CKJIAJHI CIeliali3oBaHl 3a7adl Ta
NpakTUYHI mpoOieMu y ramy3i 3a0esnedeHHs iHpopMariitHoi Oe3meku i/abo
ki0epOe3nexu, M0 XapaKTepU3yeTbCs KOMIUIEKCHICTIO Ta HEMOBHOIO BU3HAYEHICTIO

YMOB.

2.1 3araipbH1 KOMIIETEHTHOCTI 32 CTaH/apTOM BHIIOI OCBITH

\]J_Inq)p \ KomnerenTHoCTI
1 2

K31 | 3parHicTh 3aCTOCOBYBATH 3HAHHS Y MPAKTUYHHUX CUTYALIIAX

K32 3HaHHS Ta PO3YMIHHS MPEAMETHOI 001aCTi Ta pO3yMiHHS Npodecii.

K33 3natHicTh MPOQECIHO CHUIKYBATHCS JACPKABHOIO Ta 1HO3EMHOIO MOBaMH SIK YCHO, TaK i
IHUCbMOBO.

K34 | BMiHHS BUSIBIISITH, CTABUTH Ta BUPIIIYBaTH IMpo01eMu 3a mpodeciiHuM CrIpsIMyBaHHSIM.

K35 31aTHICTH /10 MOUTYKY, 0OpOo0OJIeHHs Ta aHami3y iHpopMaIri.

K36 31aTHICTh peari3yBaTH CBOI MpaBa i OOOB’S3KM SIK YiCHA CYCIUILCTBA, YCBIJOMITIOBATH
IIHHOCTI TPOMAJSIHCBKOTO (BUIBHOTO JI€MOKpPAaTHMYHOI'O) CYCHUIBCTBA Ta HEOOXIAHICTh
HOro crajgoro po3BUTKY, BEpXOBEHCTBA IpaBa, MpaB 1 CBOOOJ JIFOJMHU 1 TPOMaJITHUHA B
VYkpaiHi.

K37 3naTHiCTh 30epiraTu Ta MNPUMHOXKYBaTH MOpajibHi, KyJIbTYpPHI, HAyKOB1 LIHHOCTI 1
JIOCATHEHHS CYCIIIbCTBA HA OCHOBI PO3YMIHHS iCTOpii Ta 3aKOHOMIPHOCTEH PO3BUTKY
MpeAMETHOT 00J1acTi, i MICIISl y 3arajibHii CUCTEMI 3HaHb MPO MPUPOAY 1 CYCHUIBCTBO TA Y
PO3BHUTKY CYCHIJIBCTBA, TEXHIKM 1 TEXHOJIOT1H, BUKOPUCTOBYBATH Pi3HI BUIM Ta GopMHu
PYXOBO1 aKTHBHOCTI JUIsi aKTUBHOTO BIJIIOYMHKY Ta BEIEHHS 3JI0POBOTO CIIOCO0Y KHTTSI.

K38 | 3agarHicTh yXBagtOBaTH pillIeHHS Ta JISATH, JOTPUMYIOUYUCH MPUHLUIY HENPHUITYCTHMOCTI
KOpyIuii Ta OyAb-IKHX 1HIIMX IPOSBIB HEJOOPOYECHOCTI.

2.2 CreuiainbHi ((haxoBl) KOMIETEHTHOCTI 33 CTAHAAPTOM BUIIOi OCBITH
‘H_Im[)p \ KoMnereHTHOCTI
1 2

K®1 | 3parHicTh 3aCTOCOBYBATH 3aKOHOJIaBYY Ta HOPMAaTHUBHO-IIPABOBY 0a3y, a TAKOX JepKaBHI
Ta MDKHApOJHI BHMOTH, IMPAaKTUKU 1 CTAaHAAPTH 3 METOK 3AilCHeHHA mpodeciiHol
JIsUIBHOCTI B Tainy3i iHpopManiiiHoi Ta/abo KibepOe3neku.

K®2 | 3matHicTh 10 BHKOpHCTaHHS iH(OPMAIIITHO-KOMYHIKAI[IHHAX TEXHOJIOTIH, CyYacHHX
METOIB i Mosienelt iHpopManiiiHoi Oe3neku Ta/abo KibepOe3neKH.

K®3 | 3parHicTh 10 BUKOPUCTAHHS MPOrpaMHMX Ta MPOrpaMHO-aapaTHUX KOMILUIEKCIB 3aC00iB
3axucty iHpopmamii B iH(OpPMAIIHHO-TEICKOMYHIKAIMHNX  (aBTOMAaTU30BaHUX)
cucTeMax.

K®4 | 3patHicte 3a0e3medyBaTH HEMEPEPBHICTH Oi3HECY 3TIIHO BCTAHOBJICHOI TMOJIITHKH
iHpopmaniiinoi Ta/abo KibepOe3neku.

K®5 | 3patnicte 3abe3nedyBaTul 3axucT iHdopmarii, mo oO0polnseTbcs B iH(OpMaIliHO-
TEJICKOMYHIKAllIMHUX (aBTOMATH30BAHMX) CHUCTEMaX 3 METOK peami3allii BCTaHOBJICHOT
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1 2

MOITHKY 1H(OpMaIliiHOi Ta/abo KibepOe3neKHy.

K®6 | 3marHicTs BigHOBMIOBaTH MTAaTHE (YHKIIOHYBaHHS iH(pOpMaIiiiHuX, iH(OpMAaIiitHO-
TEJIEKOMYHIKAI[IHHUX (aBTOMAaTH30BaHUX) CHUCTEM IIICIS peajizaiii 3arpo3 , 371HCHEHHS
ki0eparak, 3001B Ta BIIMOB Pi3HUX KJIACIB Ta MOXOKCHHSI.

K®7 | 3pmaTHicTh BOpOBaDKYBaTH Ta 3a0e3reuyBaTH (DYHKI[IOHYBaHHS KOMIUIEKCHHX CHCTEM
3axucTy iHpopmalii (KOMIUIEKCH HOPMAaTUBHO-TIPABOBUX, OPTraHi3alliiHUX Ta TEXHIYHHX
3ac001B 1 METOIiB, TPOIIEYP, MPAKTHYHUX TPUHOMIB Ta iH.)

K®8 | 3marnicte  3miiiCHIOBATH  TPONEAYPH  YNPaBIiHHSA  IHOUJACHTAMH,  MPOBOJIUTH
pO3CIIiTyBaHHs, HaJJaBAaTH 1M OIIIHKY.

K®9 | 3parnicts 3milicHiOBaTH TpodeciiHy MisIbHICTh HAa OCHOBI BIPOBAKEHOI CHCTEMH
ynpaBiiHHS iHQOpMaIiiHO Ta/abo KibepOe3neKoro.

K®10 | 3naTHicTh 3aCTOCOBYBaTH METOIU Ta 3acO0M KpUNTOrpadiuHOTO Ta TEXHIYHOTO 3aXUCTY
iHpopmanii Ha 00’ exTax iHGOPMALIHHOT TiSUTBHOCTI.

K®11 | 3naTHiCTh BHUKOHYBaTH MOHITOPMHT TMpoleciB (yHKIIOHyBaHHS iH(OpMALIiHUX,
iHpOpMaiifHO-TEIEKOMYHIKAIHHIX (aBTOMATH30BaHUX) CHUCTEM 3TiJHO BCTAHOBIICHOI
MOITHKHY 1H(pOpMaIliiHOi Ta/abo KibepOe3neKy.

K®12 | 3narHicTs aHami3yBaTH, BHUSBJISATH Ta OIIHIOBATH MOXIIMBI 3arpo3H, Ypa3jdHBOCTI Ta
nectaluni3yrodl YMHHHUKH 1H(opMailiiiHOMy mpocTopy Ta iHopMaliiHUM pecypcam
3riJHO 3 BCTAHOBJICHOIO MOJIITUKOIO iH(OpMaIliiHOT Ta/ab0 KibepOe3neKu.

3 HOPMATHBHUM 3MICT ITIATOTOBKU, C®OPMYJIbOBAHU Y
TEPMIHAX PE3VJIbTATIB HABUYAHHA

KiHmeBi, miCyMKOBI Ta IHTETpaTHBHI pe3yJbTaTH HaBYaHHS OakaiaBpa 31
cnemianpHocTi 125 KiGepOe3neka Ta 3axucT iHdopmallii, 0 BU3HAYAIOTH
HOPMATHBHUM 3MICT MIATOTOBKUA 1 KOPEIIOIOTHCS 3 TMEPEeNiKOM 3arajibHux 1
crenlaJbHUX KOMIETEHTHOCTE!, TOAAHO HUXKYE.

Pe3y.m,TaTu HaBYaHHHA

Iundp
1 2

PH1 AHanizyBaTH, apryMeHTyBaTH, MpHUMMAaTH PpIIMIEHHS TpHd pPO3B’A3aHHI CKJIAJIHUX
CHeliaTi30BaHuX 3a/ady Ta MPAKTUYHUX MpodseM y mpodeciiHii isIbHOCTI, SKi
XapaKTEePU3YIOThCSI KOMIUIEKCHICTIO Ta HETIOBHOIO BU3HAYEHICTIO YMOB, BiJIMTOBIIATH 3a
OpUKAHSATI pillIeHHS;

PH2 ApnanTyBaTtucs B yMOBaxX 4acToi 3MIHM TEXHOJOriH mpodeciiHol  JisSIbHOCTI,
IPOTHO3YBATH KIHIIEBHHA Pe3yNbTaT;

PH3 3acTOCOBYBAaTH 3HAHHS JEP)KABHOI Ta I1HO3EMHHX MOB 3 METOK 3a0e3MeueHHs
epeKTUBHOCTI npodeciiiHoi KOMyHIKaIiT,

PH4 OpranizoByBaTH BilacHy mpodeciiiHy IisUIbHICTb, OOMpPATH ONTHUMAalbHI METOIU Ta
CHoco0u pO3B’sI3yBaHHS CKJIQAHMUX CIIEI[iasli30BaHUX 33734 Ta MPAKTUUYHUX MPOOIeM y
npodeciiiHil TisTTbHOCTI, OIIHIOBATH iXHIO €(DEKTUBHICTD;

PH5 BukopucroByBaTH pe3yibTaTH CaMOCTIHHOTO MOLIYKY, aHaJli3y Ta CUHTE3y iH(popMarlii 3
pI3HUX JoKepenl s e(PEKTUBHOTO pIIICHHS CIemiali30BaHUX 3a1a4  MnpodeciiHoi
IISIIBHOCTI,

PHG6 PeanizyBatu cBOi mpaBa 1 0OOB’SI3KM SIK 4YJi€HA CYCITUIBCTBA, YCBIJIOMJIIOBATH I[IHHOCTI
IPOMAaJSHCHKOrO (BUIBHOTO JEMOKPATUYHOIO) CYCIUIbCTBA Ta HEOOXITHICTH HOTro
CTaJIOr0 PO3BUTKY, BEPXOBEHCTBA MpaBa, MpaB 1 CBOOOJ JIOAWHU 1 TpOMaAsSHUHA B
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VYkpaiHi.
- KpUTUYHO OCMUCIIIOBATH OCHOBHI T€OPii, MPUHIMIIKA, METOH 1 MOHATTS Y HaBUaHHI Ta
npodeciiiHil TisTbHOCTI;

PH7/

JisiTh Ha OCHOBI 3aKOHOJAaBUOi Ta HOPMATHUBHO-TIPaBOBOi 0a3u YKpaiHM Ta BHMOT
BIJIMOBIIHUX CTAHJAAPTIB, Y TOMY YHCJIi MDKHApOAHUX B Tajiy3i iHpopmariitHoi Ta /abo
KiOepOe3neKH.

PHS

- TOTYBaTH NPOIO3HUIIi JO HOPMATHUBHUX aKTIB 1 JOKYMEHTIB 3 METOI 3a0e3MeUeHHs
BCTAHOBJICHOT MOJIITHKY 1H(OpMaIiiiHoi Oe3mneku 1 \abo KibepOe3neku;

- PO3pOOIISATH MPOCKTHY JOKYMEHTAIF0, IIOJ0 MPOTPaMHUX Ta MPOTrPaMHO-arapaTHUX
KOMIIJICKCIB 3aXUCTY iHpOopMaLiHHUX, iH(pOopMaNiifHO-TeIeKOMYHIKaiHHUX
(aBTOMaTH30BaHUX) CHCTEM;

- BUKOHYBaTH aHaJi3 peamizamii mnpuifHATOI NONMITHKH iHpopMamiiiHoi 1 /abo
KibepOe3nexu.

- BUKOHYBATH aHAJI3 3B’SA3KIB MDK iH(QOpPMAIMHAMH TpPOIECAMH HA BIITAICHHX
00YHCITIOBAIEHUX CUCTEMAX;

PH9

- 3IilcCHIOBaTH TpoQeciiHy IisUTbHICTP HAa OCHOBI 3HaHb CydYacHHX iH(opMariitHO-
KOMYHIKaI[IHHUX TEXHOJIOTIH;

- pO3poONATH Ta aHaNi3yBaTH TMPOEKTH 1HPOPMALIHHO-TEICKOMYHIKAIHHIX CHCTEM
0a3yrounch Ha CTAaHAAPTU30BAHUX TEXHOJIOTISX Ta IPOTOKOJIAX Mepeayl J1aHux;

- 3acTOCOBYBaTH B MpodeciifHii TiSIPHOCTI 3HAHHS, HABUYKU Ta IPAKTUKH, OO0
CTPYKTYp Cy4YacHHX OOYHMCIIIOBAJILHUX CHCTEM, METOIIB 1 3ac00iB 00poOkH iHdOopMaIrii,
apXIiTEKTyp OMepaIiiHUX CUCTEM;

- 3J1MCHIOBATH 3aXUCT PEecCypciB 1 MpoLeciB B i1H(POpPMALIHHO-TEIEKOMYHIKALIHHIX
CHUCTEMaxX Ha OCHOBI Mojenel Oe3neku (KIHIEBUX aBTOMATIB, YNPAaBIIHHS MOTOKAMH,
Bell-LaPadula, Biba, Clark-Wilson, Ta iHmi), a TakoX BCTAaHOBJIEHHX PEKUMIB
6e3nevyHoro (GyHKI1OHYBaHHS 1H(OpMaLIHHO-TEIEKOMYHIKAIITHUX CUCTEMAX;

- BUKOHYBAaTH aHaji3 MPOrpamMHOro 3a0e3NeueHHs 3 METOI0 OLIHKM Ha BIAMOBIIHICTH
BCTAHOBJICHUM BUMOraMm iHpopmariitnoi i\abo kibepOesneku B iHPOpMAIiHHO
TEJIEKOMYHIKaLIHHUX CHCTEMaX.

- BIPOBQ/DKYBAaTU TMPOIECH, M0 Oa3ylThCd Ha HAIIOHAIBHUX Ta MIKHAPOIHUX
CTaHJapTaX, BUSBJIEHHA, iAeHTUdIKaAIil, aHali3y Ta pearyBaHHsS Ha IHIUICHTH
iH(opMarliifHoi Ta/abo KibepOe3neKu;

PHI10

- 3abe3neuyBaTu poLecu 3aXUCTY 1HpOopMaLiHO-TeIeKOMYHIKaLIHHIX
(aBTOMaTH30BaHUX) CHUCTEM MUISIXOM BCTAHOBJIEHHS Ta KOPEKTHOI eKCIuTyaTaril
IpOTpaMHHUX Ta MPOTrpaMHO-aNlapaTHUX KOMIUIEKCIB 3ac00iB 3aXHCTY;

- 3a0e3nevyBaTH (DYHKITIOHYBaHHS CHEI[IaIbHOTO MPOTPAMHOTO 3a0e3MeUeHHs, 00
3aXUCTy  JAaHWUX BiJ pYyHHYIOUMX MPOrpaMHUX BIUIMBIB, PYHHYIOUMX KOJIB B
iH(dopMaLiifHUX, IHPOpPMaLIITHO-TEIeKOMYHIKAIHHUX (ABTOMATU30BAHUX) CUCTEMAX;

- BUKOHYBAaTH po3po0OKy eKCITyaTalliifHo1 JOKyMeHTallii Ha KOMIUIEKCIB 3ac00iB 3aXHCTY.

PHI11

- BUpINIYBaTH 3ajiadi CynpoBOy (B.T. YUCII: OTJISJ, TECTYBaHHS, MIA3BITHICTh) CUCTEMU
YIpaBIiHHS JOCTYIIOM 3T1JHO MPUHLUIIB, KPUTEPIiB JOCTYIY Ta BCTAHOBJIEHOI MOMTITUKU
Oe3neku B 1HGOpMaALIHHUX Ta 1HQOPMAIIITHO-TEIeKOMYHIKalIHHUX (aBTOMATH30BAHUX )
cucreMax;

- peayli30ByBaTH 3axOId 3 MPOTHAIl OTPUMAHHIO HECAHKLIOHOBAHOTO JOCTYIY J0
iHpopMaliifiHUX pecypciB 1 mpoueciB B iHpopMmamiifHUX Ta  iHpOpMauiiHO-
TEJIECKOMYHIKAI[IHHUX (aBTOMAaTH30BaHUX) CUCTEMAX;

- BUPIILIYBATH 3a/1a4i yNPaBIJIiHHS JTOCTYIIOM 10 iHPOpMaLiiHUX PEecypciB Ta MPOILECIB B
iHpopManiiHuX Ta 1HGOPMAIIHO-TETEKOMYHIKAIIHHUX (aBTOMAaTH30BaHUX) CHUCTEMaxX
Ha OCHOBI MOJieNiel yIpaBIiHHS JOCTYIIOM (MaHJATHUX, JUCKPELiTHUX, POIbOBUX);

- BHpINIYBAaTH 3aJadl I[EHTPAJTi30BaHOTO 1 JCIEHTPAII30BAHOTO aJIMIHICTPYBAaHHS




14

2

JIOCTYTIOM J10 1H(OPMAIITHUX pecypciB 1 mpolieciB B iHopMaIiiHux Ta iHpopMaIiiHo-
TEJIEKOMYHIKALIHHUX (aBTOMAaTU30BaHUX) CUCTEMAX;

- 3a0e3revyBaTy BBEJCHHS IMTI3BITHOCTI CUCTEMH YIIPABIIIHHS JIOCTYTIOM 1H(GOpMAaIiiHIX
pecypciB 1 mporieciB B iHPOpMaIifHO-TEICKOMYHIKAIIMHUX CHCTEMaX;

- PO3pOOJIATH MOJIEIIi 3arp0O3 Ta MOPYIIHUKA.

PHI12

- o0uparu OCHOBHI METOAM Ta 3acobM 3axucTy iH(opMalii BiAMOBIIHO JO BUMOT
CyYacHHMX CTaHAapTiB iHdopmaliiiHoi Ta/abo KkiOepOe3meku, Ta KPUTEPIiB Oe3MeKu
iH(pOpMaLIfHUX TEXHOJIOTIH, 3aCTOCOBYIOYM CHCTEMHHUH MiAXia Ta 3HAHHS OCHOB TEOpil
3axucTy iH(hopmarii;

- BUpINIYBaTH 3a4ayl YOpPaBIiHHS Mpoueaypamu ineHTtudikamii, aBTeHTH(IKALI,
aBTOpM3allii, KOpUCTyBa4iB 1 TpomeciB B iHpopMamiiHUX Ta i1H(OpMAaIIHHO-
TEJIEKOMYHIKALlIHHIX (aBTOMAaTU30BaHHX ) CUCTEMAX;

- TPOEKTYBaTH Ta peali3yBaTH KOMIUIGKCHI CHCTeMH 3axucTy iHdopmarii B
ABTOMATH30BaHUX CHCTEMax oprasizamii (MiANpUEMCTBA) BIAMOBIAHO JO BHUMOT
HOPMATHBHUX JIOKYMEHTIB CUCTEMH TE€XHIYHOIO 3aXHUCTy iH(popMmarrii;

- BHpIIIyBaTW 3ajadi 3axHWCTy IOTOKIB MaHWX B iH(QOpMaUiiHUX, iH(QOpMAIiiiHO-
TEJIEKOMYHIKaI[iHHUX (aBTOMAaTU30BaHUX) CUCTEMaX;

- BU3HAYaTU pIBEHb 3aXUIIEHOCTI I1HPOpPMALIHHUX pecypciB B iH(OpMalifHUX Ta
iHpopMaIifHO-TEICKOMYHIKAIIMHIX (ABTOMAaTH30BAHKX ) CUCTEMAX;

- BHUKOPHCTOBYBATH IHCTPYMEHTAJIbHI 3acO0M OI[IHIOBAaHHS MOXIIMBOCTI peaji3arii
NOTEHIIIHHUX  3arpo3  iHdopmamii, mo  oO0poOaseThcss B iHPOpPMALIHHO-
TEJIEKOMYHIKALIHHIX (aBTOMATH30BAaHMX ) CUCTEMAX.

PH13

- BUPILIYBaTH 3ajJiadi YIpaBJiHHS MpolecaMu 3a0e3nedeHHs 0e3nepepBHOCTI Oi3Hecy 3
BUKOPUCTAHHSM MPOIIEYP pe3epBYBaHHS MPOTrPaMHOTo 3a0e3MedeHHs Ta 0e31m0cepeHbO
iH(popMaliifHUX pecypciB;

- BUpIIIYBaTH 3aJla4l KOPEKIii Lijell, cTpaTeriii, miaHiB 3ade3nedeHHs 0e3nepepBHOCTI
613Hec mpoleciB micis 311HCHeHHs KibepaTak, 3001B Ta BiIMOB pi3HUX KJIACiB.

- CTBOPIOBATHU 1 BIPOBAKYBATH IIJIaHU IpoIecy 3a0e3neueHHs 0e3nepepBHOCTI O13HECY;
- BUKOHYBaTH aHajli3 HaJalTyBaHb e€JEMEHTIB iH(OpMalifHUX CHUCTeM Ta
KOMYHIKAIIIHHOTO 00 IHAHHS;

PHI14

- BUpIIIYBAaTH 3a7ayi CyHpOBOJAY Ta BIPOBA/DKEHHS KOMILJIEKCHHX CHUCTEM 3aXHUCTy
iH(dopMmallii, a TakoXX NPOTHAIl HECAHKIIIOHOBAHOMY JIOCTYITY JI0 PECYpCiB 1 MPOLECIB B
iHpopManiifHuX Ta iH(GOpMaIiiiHO-TeNeKOMYHIKAIlIfHUX (aBTOMATH30BaHUX) CHCTEMAX;
- 37iiiCHIOBATH OILIHKY pIBHA 3aXuIIeHOCTI 1HopMalii o oOpoOnseThcs B
iH(pOpMalifHO-TEIEKOMYHIKALIHHIX CHUCTEeMaX BUKOPUCTOBYBATH 1HCTPYMEHTAJbHI
3aco0u OIIHIOBaHHS Ta 1H.) HASBHOCTI MOTEHIIMHUX BPa3JINBOCTEH;

- BUpIlIyBaTH 3ajadi yNpaBIiHHA KOMIUIEKCHOIO CHUCTEMOIO 3aXMCTy iHpopmarlii B
iHdopMaLiifHUX Ta 1H(QOPMAaLIMHO-TEIEKOMYHIKAIIHHUX (aBTOMAaTH30BAHUX) CHCTEMAX;
- BUpILOIYBaTH 3aJadi EKCIEePTU3H, BHUIPOOYBAHHS KOMIUIEKCHUX CHCTEM 3aXHCTY
iHdopmarii

PHI15

- BUpIlIyBaTH 3aJadi IOMEpPEKEHHS Ta BHUSABJICHHS, 1AeHTH]IKaIil, aHamizy Ta
pearyBaHHS Ha IHIMJEHTH B  1HGOpMaliiHUX, 1HPOpPMAIiITHO-TEIEeKOMYHIKAIHHUX
(aBTOMaTHU30BaHMX) CUCTEMAX;

- IPOBOJMUTHU PO3CIIAYBaHHS 1HIMAEHTIB iHGopMaliiiHoi Oe3neku Ta/abo kidepOe3nexu
0a3ylounCch Ha HAI[lOHAIPHUX Ta MDKHApOJHUX PETYJIOIOUUX aKTax, Mpoleaypax Ta
MOJIOXKEHHX B cepi iHopmaliiiiHoi Oe3reku Ta/abo kibepOesnexu;

- 3a0e3revyBaTH JIOTPUMAHHS TMOJITHKH BEIEHHS O>KypHANiB peecTpauii moaid Ta
IHIIMJICHTIB 3 BCTAHOBJICHUM PIBHEM JeTai3allii;

PHI16

- 3a0e3mneuyBaTu Oe3nepepBHICTh Oi3HEC MpolieciB opraxizaiii Ha 0a3i Teopii pU3KKIB Ta
CHUCTEMHU yIpaBIiHHS 1HQOpMaIIHHOK 0€3MEeKOI0, 3T1IHO BITYU3HSIHUX Ta MIKHAPOIHUX
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BHUMOT 1 CTaH/1apTiB;

- 3abe3neuyBaTH (YHKI[IOHYBaHHS CHCTEMH YIpaBiiHHsA iH(popMaliiiHoo Ta\abo
KiOepOe3nmekor opraHizamii Ha OCHOBI KepyBaHHS i1H(OpPMAIIHHUMU pPHU3UKaMH,
3iIHCHEHHS Ipoueayp iX KiIIbKICHOTO i IKICHOTO OIIiHKH;

PHI17

- aHaJIi3yBaTH Ta BU3HAYAaTH MOXJIMBICTh 3aCTOCYBaHHS TEXHOJIOTIM, METOJIIB Ta 3ac00IB
KpUnrorpadiuHoro 3axucty iHdopMmariii;

- aHaJIi3yBaTH Ta BU3HAYATH MOXJIMBICTh 3aCTOCYBaHHS TE€XHOJIOTIM, METOJIIB Ta 3aC00IB
TEXHIYHOTO 3aXUCTY 1H(popMaii;

- BUSBJIATH HeOE3E€UHI CUTHAIM TEXHIYHUX 3aC00iB;

- BUMIpIOBaTH TlapaMeTpy HeOE3MeYyHMX Ta 3aBaJOBUX CHUTHANIB IMiJ  4ac
IHCTPYMEHTAJILHOTO KOHTPOJIO 3aXUIICHOCTI 1HQoOpMaIii BiJ BHUTOKY TEXHIYHHUMHU
KaHaJaMH,

- BU3HauaTH €(QEKTHBHICTh 3aXWCTy iHGOpMAIii BiJl BUTOKY TEXHIYHUMH KaHAJIAMH
BIJIMOBITHO /IO BUMOI HOPMATHBHHX JOKYMEHTIB CHCTEMH TEXHIYHOTO 3aXHUCTY
iH(opmarrii;

- IHTEepPIpPETyBaTH PE3yJIbTATH MPOBEJACHHS CIICIIaJbHUX BUMIPIOBAaHb 3 BUKOPHCTAHHSIM
TEXHIYHUX 3ac00iB, KOHTPOJIIO XapaKTEPUCTHUK 1H(OpMaIiHHO-TEICKOMYHIKAIIIHHIX
CUCTEM BIJIIOBIHO 10 BUMOT HOPMATHBHHUX JOKYMCHTIB CHCTEMH TEXHIYHOTO 3aXHUCTY
iH(opmarrii;

- OOTPYHTOBYBaTH MOXIIMBICTh CTBOPEHHS TE€XHIYHMX KaHAJIIB BHTOKY iHQoOpMmarii Ha
00’ekTax iHpOpMaIiHHOI JiSATbHOCTI;

- BIOPOBA/PKYBaTH 3aXOJH Ta 3acO0M TEXHIYHOTO 3aXUCTy iHQoOpMaIli BiJ BHUTOKY
TEXHIYHUMHU KaHaJaMH,

PH18

- 3a0e3MmeyyBaTH MPoLeCH MOHITOPUHTY JIOCTYIY 10 PECYPCIB 1 IpolieciB iHpopMaliiiHO-
TEJIEKOMYHIKaLlIHHIX CUCTEM;

- 3a0e3ne4yBaTH KOH(ITYpYBaHHs Ta QYHKIIOHYBaHHSI CUCTEM MOHITOPUHIY PECYPCIB Ta
mpolleciB B iHQOpMaliifHO-TEIEKOMYHIKAIIHIX CUCTEMaX;

PHI19

- BUKOHYBaTH BIOPOBADKCHHS Ta IIATPUMKY CHCTEM BHSBICHHS BTOPTHEHb Ta
BUKOPHUCTOBYBaTH KOMIUIEKCH 3axXUCTy Juld 3a0e3MeYeHHs HEeOoOXIJHOro piBHSA
3axunieHocTi iHgopmauii B 1H(GOpMaUiiHUX, 1HQOPMAIIITHO-TEIEKOMYHIKaIHHUX
(aBTOMaTHU30BaHMX) CUCTEMAX;

- aHaji3yBaTH €(EKTUBHICTh CUCTEM BHSBJIEHHS Ta MPOTUIIl HECAHKI[IOHOBAHOMY
JOCTYIY JI0 PecypciB 1 mpoiieciB B iHPOpMAIITHO-TEIEKOMYHIKALlIHUX CHCTEMAaX;

- aHaJII3yBaTH Ta BIIPOBA/KYBATH CUCTEMHM 3aXUCTY BiJl 3IOBMUCHHUX IPOrpaMHHUX KOJIiB.

4 PO3ITOAIJT PE3VYIJIbTATIB HABUAHHA 3A OCBITHIMUA
KOMIIOHEHTAMMU

Hudp
PH

HaiimenyBaHHsI OCBiTHIX

PesyabTaTH HAaBYaAHHA .
KOMIIOHEHTIB

2 | 3

1 OBOB’SI3KOBA YACTHUHA

PH1

AHani3yBaTH, apryMEHTYBaTH, NpuilmMatu pimeHHs npu|LliHHicHI KomneTeHil GpaxiBisg
pO3B’s3aHHI  CKJIQJHMX CIHemiami3oBaHux 3amad  TaBerym mo daxy

NPaKTUYHUX TpobieM y mpodeciiiHid aisuibHOCTI, sKillpakTuka HaBYalbHA
XapaKTEePU3YIOThCS ~ KOMIUICKCHICTIO Ta  HEMOBHOIOKOMIT'IOTEpHA

BHU3HAYCHICTIO YMOB, BiJINIOBIIaTH 3a NpUHHATI pieHHs; |[IpakTuka TexHOJIOTYHA
BupoOHuya npakTuka

PH2

AJnanTyBaTUCS B YMOBaxX dYacToi 3MiHM TexHosorii|[[iHHICHI KoMIeTe i1 haxiBis




16

2

3

npodeciiHol  IsTBHOCTI, KIHILIEBUH

pe3yJIbTaT;

MIPOrHO3YBaTU

Beryn o daxy

PH3

3acTOCOBYBATH 3HAHHS JepKaBHOI Ta 1HO3EMHHUX MOB 3
METOI0  3a0e3neueHHs  e(eKTUBHOCTI  HpodeciiHof]
KOMYHIKartii

YKpaiHcbKa MOBa

[HO3eMHa MOBa mpodeciitHoro
crpsiMyBaHHs (aHTIIIChKA /
HiMerpKa / ppaHiry3pka)

PH4

OpranizoByBaTH  BIIACHy  HpoQeciiiHy  AisUTBbHICTD,
o0MpaTH ONTHMaJIbHI METOJIU Ta CIOCOOW PO3B’SI3yBaHHS
CKIaJHUX CIEIiali30oBaHMX 3aJad Ta M[PaKTHYHHX
npobseM y mpodeciiiHii TiSIbHOCTI, OIIHIOBATH IXHIO
e(EKTHUBHICTB;

L{iHHiCHI KOMTIETeHIII1 axiBIs
[IpaBo3HaBCTBO
[{uBinbpHA Oe3meka

PHS5

BuKOpUCTOBYBAaTH pe3yJbTaTH CaMOCTIHHOTO TOIIYKY,
aHa3y Ta cHHTE3y iH(opmamii 3 pi3HUX JDKEpen s
e(heKTUBHOTO pileHHs CIeniajgi3oBaHuX 3a7a4
npodeciifHOl AisTIBHOCTI,

LlirHiCHI KOMITeTeHIIIi (axiBIlsd
Beryn 1o daxy

PHO6

PeanmizyBat cBOi mpaBa 1 OOOB’SI3KM SK 4ICHA
CYCITIJIBCTBA, YCBIAOMIIIOBATH I[IHHOCTI TPOMAISTHCHKOTO
(BLIIBHOTO JIEMOKPATUIHOTO) CyCHiIbCTBA Ta
HEOOXITHICTh HOTro CTajsoro poO3BUTKY, BEPXOBEHCTBA
paBa, [paB 1 cBOOO/I JIIOAMHYU 1 TPOMaJISHUHA B YKpaiHi.

[{uBini3amiifHi mporecy B
YKpaiHCBKOMY CYCHIIBCTBI
LlirHICHI KOMITeTeHIIIi (axiBIlsd
®di3uyHa KyJbTypa Ta CIOPT

PH7

JlisiT HAa OCHOBI 3aKOHO/IaBYOi Ta HOPMATHUBHO-IIPABOBO]|
6a3u YKpaiHu Ta BUMOT BIANOBIAHUX CTaHJAPTIB, Y TOMY
4HUC/l MDKHapoOAHMX B raiysl iH@opmariiiHoi Ta /abo
Ki0epOe3neKH.

[{mBii3amiiiHi MpoecH B
YKpaiHCbKOMY CYCHUIBCTBI
[IpaBo3HABCTBO

PHS

- TOTYyBaTH MPOMO3MILIi [0 HOPMATUBHUX aKTIB 1
JOKYMEHTIB 3 METOI0 3a0e3le4yeHHs BCTAHOBIIEHOI
moJIiTHKY iH(opMarltiitHoi 0e3meku 1 \abo kibepoOesneku;

- po3poONATH  HPOEKTHY  JOKYMEHTAIlilo,  II0J0
MpPOrPpaMHHAX Ta MPOTPaMHO-AMapaTHUX  KOMIUIEKCIB
3aXUCTY iHpopMaLiHHUX, iHpopMaliitHO-
TEJIEKOMYHIKaIlIMHUX (aBTOMaTU30BaHUX) CUCTEM;

- BUKOHYBaTH aHalli3 peami3alii NpUHHATOI MOMITHKU
iH(dopMaliiHO] 1 /a00 KibepOe3neKH.

OcHoBH Ki06epOe3neku Ta
3axucTy iH(opmarii
Kibepzaxuct

KoMMiekcHi cucTeMH 3aXUCTy
1H(popmarii

PH9

- 3aiiicHIOBaTH MpoQeciiHy MiSUTHbHICTh HA OCHOBI 3HAHb
Cy4acHuX iH(popMaIiifHO-KOMYyHIKaIlIHHUX TEXHOJIOT1H;

- po3po0sATH Ta aHai3yBaTH MPOEKTH 1H(OpMaliifHO-
TeJIeKOMYHIKalliHHUX CUCTEM 6a3yro4nch Ha
CTaH/IaPTU30BaHUX TEXHOJIOTISIX Ta MPOTOKOJIAX Mepenadl
JaHUX;

- 3aCTOCOBYBaTH B MHpodeciiHiil TiSIBHOCTI 3HAHHS,
HAaBUYKH Ta TMPAKTHKH, IIOJO0 CTPYKTYp CyYacHHX
OOYHCITIOBAILHUX CHUCTEM, METOMIB 1 3ac00iB 0OpOoOKH
1H(pOopMallii, apXITEKTyp ONepaliiiHuX CUCTEM;

- 3JIHCHIOBATM 3axUCT peCcypciB 1 TMpoleciB B
1H(OpMaIIHHO-TEIEKOMYHIKAIlIMHUX CHCTEMax Ha OCHOBI
Mojiesielt  Oe3meku (KIHIIEBUX aBTOMATIB, YIPaBIiHHSA
norokamu, Bell-LaPadula, Biba, Clark-Wilson, Ta inmri), aj
TaKOX BCTAHOBJIEHUX pPEeKUMIB 0e31eyHoro
¢dbyHKIIOHYBaHHS  iH(OPMAIIHHO-TEICKOMYHIKAIIHHUX
cHCTeMax;

Burma maTemaTnka
Teopis iimoBipHOCTEH Ta
MaTeMaTHYHa CTaTHCTHUKA
CreriasibHi po3iiau 3
MaTeMaTHKH
KiGep3axuct
[HdopmariitHi TexHOIOTI]
MepexeBl TEXHOJIOT] 1
POTOKOJIN

ApPXITEKTypa KOMIT IOTEPIB
OnepariiiiHi cuCTeMHI
[IpakTrka HaBYaJIbHA
KOMII'FOTEpHA

[IpakTrKa TEXHOJIOTIUHA
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- BHUKOHYBAaTH aHaJi3 TMPOrpaMHOr0 3a0e3MeueHHs 3
METOI0 OI[IHKM Ha BiJMOBIJHICTH BCTAHOBJICHUM BUMOTaM
iH(opMmartiiHoi i\abo KibepOe3nexku B
iHpopMaLiHHOTEICKOMYHIKAIHHUX CUCTEMaX.

PHI10

- 3a0e3reuyyBaTH MPOIECH 3axXUCTy 1H(OpPMAIIHHO-
TEJICKOMYHIKaIlIHHUX (aBTOMATHU30BaHUX)  CHUCTEM
[UIIXOM BCTAHOBJICHHS Ta KOPEKTHOI eKCIUTyararii
MpPOrpaMHUX Ta MPOTrPAMHO-AMAPATHUX  KOMILJICKCIB
3ac001B 3aXHCTY;

- 3a0be3medyBaTH  (YHKI[IOHYBaHHS  CHEI[IaIbHOTO
MPOrpPaMHOT0 3a0e3MeYeHHs, I0A0 3aXUCTy JaHUX BiJ
PYWHYIOUUX TPOTPAMHUX BIUIMBIB, PYWHYIOUMX KOJIB B
iHopMaIiiHuX, iH(pOopMaIiHHO-TeTIEKOMYHIKAIITHIX
(aBTOMaTH30BaHUX) CUCTEMAX;

- BUKOHYBAaTH PO3pOOKY EeKCILTyaTaliiHOl JOKyMEHTAIlil
Ha KOMIUICKCIB 3aCO0IB 3aXUCTY.

di3uka

[IporpaMyBaHHS 1 AITOPUTMIYHI
MOBH

KiGep3axuct

[IpukiagHa KPUIITOJIOTIS
Ludposa creranorpadis

PHI11

- BHUpINIYyBaTH 3a/ayi CyNmpoBOAy (B.T. YHUCIHi: OIJIAL,
TECTYBaHHS,  MIA3BITHICTb)  CHUCTEMH  YIPaBIiHHS
JOCTYIOM 3TiIHO TPUHIUIIB, KPUTEPIiB [IOCTYyMy Ta
BCTAaHOBJICHOT MOJITHUKU Oe3nekd B iHPOpMamiiHUX Ta|
iH(hOopMaLIHHO-TETIEKOMYHIKAIIIMHUX (aBTOMATH30BaHHX)
CHCTEMax;

- peali3oByBaTH 3ax0gu 3 MNPOTHIIT OTPUMAHHIO
HECaHKL[I0HOBAHOT'O JocTyny A0  1HpopMaiiiHuX
pecypciB 1 mpolieciB B iHpopMaLiiftHuX Ta iHpopMariitHo-
TEJIEKOMYHIKaIlIMHUX (aBTOMAaTU30BaHMX) CUCTEMAX;

- BUpIIIyBaTH 33Jayl YOpPaBIiHHS  JOCTYIIOM JO
1H(pOopMaLIHHUX pecypciB Ta MPOLECiB B 1H(GOpMaLIHHUX
Ta iHpOpMaLiHHO-TeIeKOMYHIKaIlIHHIX
(aBTOMaTH30BaHUX) CHUCTEMax Ha OCHOBI Mojenei
YOpaBIiHHSA  JOCTYNIOM (MaHIAaTHHUX, JUCKPEIiHUX,
POJILOBUX);

- BUpILIyBaTH 3ajadi LIEHTPaJli30BaHOT0 i
NEIeHTPAII30BaHOr0 a/JIMIHICTPYBaHHS JOCTYIOM  JO
iHpopMaLiiHUX pecypciB 1 MpoleciB B iHpopMaliiHUX Ta
1H(pOpMaLlIHHO-TEIEKOMYHIKAIIMHUX (aBTOMaTHU30BaHMX)
cucTeMax;

- 3a0e3medyBaTH BBEJIEHHS MIA3BITHOCTI CHCTEMH
yIpaBlIiHHA JOCTYHNOM 1HpOpMaliiHUX pecypciB 1
MPOIIECIB B 1H(pOpMaITIHHO-TEIEKOMYHIKAIITHIX
cucreMax.

OcHoBu kibepOe3mneku Ta
3axucrty iH(opmarrii
Kibep3axuct

MepekeBi TEXHOJIOTT 1
IPOTOKOJIN

Ynpasiiaas iHpopMaIiiftHOIO
6e31eKoro

udposa creranorpadis

PH12

- 00MpaTH OCHOBHI METOJU Ta 3aCO0M 3aXUCTy 1HPOpMaLil
BIIIOBI1IHO 1o BHUMOT Cy4YaCHHUX CTaHapTiB
iH(popManiiHoi Ta/abo kibepOe3neku, Ta KpUTEPIiB
O0e3neku iHGOpPMAIIHHUX TEXHOJOTIH, 3aCTOCOBYIOUYH
CUCTEMHUW TMIAXiJ Ta 3HAHHSI OCHOB TEOpii 3aXUCTy
iHpopMmaii;

- BUPINIYBaTH
imeHTHdIKaIii,

3a7adl  yOpaBMiHHSA — TPOLETypaMH
aBTeHTHIKAIIi, aBTOpU3Allii,

ExoHoMiKka 1 yrpaBiiHHS

1 ITPUEMCTBOM

KoMItekcHi cucTeMu 3axXucTy
iHpopMmarii

BupoOHuya nmpakTuka
CucreMu TEXHIYHOTO 3aXUCTY
iHdopmarrii

KOPUCTYBa4iB 1 TipomeciB B  iHQoOpMamiiHUX Ta
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iH(OpMaIIHHO-TEIEKOMYHIKallIHHUX (aBTOMaTHU30BaHUX )
cHCTeMax;

- TPOEKTYBaTH Ta peali3yBaTh KOMIUIEKCHI CHUCTEMH
3axucTy iHQoOpMaIii B aBTOMATH30BAHHX CHUCTEMax
opraHizamii  (IIOPUEMCTBA) BIAMOBIIHO IO BHUMOT
HOPMATUBHUX JTOKYMEHTIB CUCTEMHU TEXHIYHOTO 3aXHCTy
iHdopmarrii;

- BHUpIOIyBaTH 3aJadyi 3axUCTy TMOTOKIB JaHUX B
iH}OopMaIIiHUX, 1H(}OopMaIiHHO-TEIEKOMYHIKAI[IHHUX
(aBTOMaTHU30BaHUX) CUCTEMAX;

- BHW3HayYaTH pPIBEHb 3aXMIICHOCTI iHMOpMaIiiHUX
pecypciB B iHdopmamiiinmx Ta  iH(opMarliitHO-
TEJIEKOMYHIKAI[IHHUX (aBTOMAaTU30BAaHUX) CUCTEMAX;

- BUKOPHCTOBYBATH 1HCTPYMEHTAJIbHI 3aCO0M OIIHIOBaHHS
MOXUTMBOCTI pealtizallii MOTeHIIHHUX 3arpo3 iHdopmariii,
0 00pOOIIIETHCS B iH(OOPMAIIIHHO-TEIEKOMYHIKAIITHIX
(aBTOMaTHM30BaHMX ) CUCTEMAX.

PH13

- BUpIOIyBaTH  3ajadi  yNOpaBIiHHA  IPOILECAMHU
3a0e3nedueHHsT Oe3rmepepBHOCTI Oi3HECY 3 BUKOPHCTAHHAIM
MpOIeyp Pe3epBYBAHHS IPOTPAMHOTO 3a0e3MedeHHs Ta|
Oe3rocepeHbO IHPOpMAIIHHUX PECYPCIB;

- BHpIIIyBaTH 3ajadi KOpPEeKIii IiIed, cTpaTeriid, IaHiB
3abe3neueHHsT Oe3mepepBHOCTI Oi3HEC MPOIeCiB Micis
3aificHeHHs KibepaTak, 300iB Ta BIIMOB PI3HUX KJIACIB.

- CTBOpIOBAaTM 1 BIPOBA[KYBAaTH IIJIAHH TMPOIIECY
3a0e3neueHHs Oe3nepepBHOCTI O13HeCy;

- BUKOHYBaTHM  aHali3  HaJalllTyBaHb  €JIEMEHTIB
1H(pOopMaLIHHUX cucTeM Ta KOMYHIKallIiHOTO
o0agHaHHS;

Exonomika 1 ynpaBiiHHS
HiITPUEMCTBOM

Ynpasiiaas iHpopMaIiiftHOO
0e3MeKoro

PH14

- BUpIIIYBaTH 3a/adyl CyNpOBOJY Ta BIPOBAJKEHHS
KOMIUIEKCHUX CHCTEM 3axMCTy iH(opmarii, a TaKox
MPOTUIIl HECAHKLIOHOBAHOMY JOCTYIy JO PpEecypciB 1
nporeciB B iHpopmauiiHux Ta  iH(popMaliiHo-
TEJIeKOMYHIKaIlIHHUX (aBTOMaTHU30BaHUX) CUCTEMAX;

- 3IHCHIOBATH OILIIHKY PiBHS 3aXHUIIEHOCTI 1HpOpMaLii 1110
o0pobmnsieTbest B iH(MOpMAIIHHO-TEIEKOMYHIKAIIHHUX
chUcTeMaX BHKOPHCTOBYBAaTH IHCTPYMEHTAaJIbHI 3acoOu
OLIIHIOBaHHS Ta 1H.) HasABHOCTI  MOTEHIIIHUX
Bpa3JINBOCTEH;

- BUpIIIYBaTH 3a7adl  yOpPaBIIHHA  KOMILJIEKCHOIO
CHCTEMOI0 3axHucTy iHdopmauii B iH(poOpMalifHUX Ta
1H(pOopMaLlIHHO-TEIEKOMYHIKAIIMHUX (aBTOMaTHU30BaHUX)
cucTeMax;

- BHUpIIIYBaTH 3a/Jayl eKCHEpTHU3H, BHUIPOOYBaHHS
KOMIIJIEKCHUX CHCTEM 3aXUCTy iHpopmarii

KoMIiekcHi cucTeMu 3axXucTy
iHpopMmarii

YnpasiniHHS 1H)OpMaLIHHOIO
0e31eKoro

PH15

- BUpINIYBaTH 3a7advi TIOMEpPEHKCHHS Ta BUSBJICHHS,
imenTudikaiii, aHamizy Ta pearyBaHHs Ha I1HIIUJICHTH B
iH(}OopMaIiHUX, 1H(}OpMaIIHHO-TEIEKOMYHIKAIIHHUX
(aBTOMaTH30BaHUX) CUCTEMAX;

- IPOBOJUTH PO3CIIAYBaHHS IHIUIEHTIB 1H(GOPMAIITHO]

Kibepzaxuct
Ynpasiiaas iHpopMaliifHoo
0e31eKoro
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2

Oesrieku  Ta/abo  kibepOesrmeku — Oazyroumch — Ha
HAI[lOHAIBHUX Ta MDKHAPOJHUX PETYJIIOI0YHX aKTax,
mporeaypax Ta TOJIOKEHHSX B cdepi iHDOpMaIiiHOI
6e3nexu Ta/abo kibepOesneku;

- 3a0e3mevyyBaTH JIOTPUMAaHHS
KypHaJiB  peecTpamii  momii

BCTAHOBJICHUM PIBHEM JIeTajli3allii;

[IOJIITUKHA
Ta

BEIECHHS
IHUUIOEHTIB 3

PH16

MPOIIECiB
CHCTEMU
3T1THO

- 3abesmeuyBaTH Oe3mepepBHICTb  Oi3HecC

opraHizamii Ha 0a31 Teopii pHU3HKIB Ta
yhOpaBiiHHA  iHQOpMaUidHOIO  0e3MeKoro,
BITUM3HSHUX Ta MKHAPOIHUX BUMOT 1 CTaHJIAPTIB;

- 3a0e3meuyBaTi (YHKIIIOHYBaHHS CUCTEMHU YIPaBIiHHS
inpopmariiinoro Ta\abo KibepOe3meKo opraHisailii Ha
OCHOBI  KepyBaHHA  iHQOpMaliiHUMHU  pHU3UKaAMH,
3MIMCHEHHS POLETYp iX KUIbKICHOTO 1 IKICHOTO OIIHKH;

Ynpasiiaas iHpopMaIiiftHOO
0e31eKoro

Exonomika 1 ynpaBiiHHS
iITPUEMCTBOM

PH17

- aHANI3yBaTH Ta BH3HAYATH MOXIIMBICTH 3aCTOCYBAaHHS
TEXHOJIOT1H, METOAIB Ta 3aco0iB KpunTorpadiaHoro
3axucTy iHdopMmarii;

- aHaJi3yBaTU Ta BH3HAYaTH MOXJIMBICTH 3aCTOCYBAaHHS
TEXHOJIOTIH, METOMIB Ta 3ac00iB TEXHIYHOTO 3aXHUCTY
iHdopmarrii;

- BUSIBJISITA HEOE3IIeUHI CUTHAIM TEXHIYHUX 3aCO0IB;

- BHUMIpIOBaTH MapaMeTpu HEOE3MEYHUX Ta 3aBaJIOBHX
CUTHAJIB MiJ 4Yac I1HCTPYMEHTAJbHOTO  KOHTPOJIIO
3aXMIIEHOCTI iHopMalii BiA BHUTOKY TEXHIYHUMHU
KaHaJIaMU;

- BHM3HauaTH e(EeKTUBHICTb 3axXUCTy iHpopmauii Bix
BUTOKY TEXHIYHUMHU KaHaJaMUd BIAMOBIIHO JO BHMOT
HOPMAaTHBHUX JIOKYMEHTIB CHUCTEMH TE€XHIUYHOTO 3aXUCTY
1H(popMmallii;

- IHTepHIpeTyBaTH pe3yJIbTaTH NMPOBEACHHS CIHEIialbHUX
BUMIPIOBaHb 3 BUKOPHUCTAHHSM TEXHIYHUX 3aco0iB,
KOHTPOJIIO XapaKTEPUCTHUK 1H(popMaliitHO-
TeIEKOMYHIKAI[IHHUX CHCTEM BIAMOBIAHO IO BHUMOT
HOPMATHUBHUX JOKYMEHTIB CHCTEMH TE€XHIYHOT'O 3aXUCTY
1H(popMallii;

- OOIPYHTOBYBaTH MOJXKJIMBICTb CTBOPEHHSI TEXHIYHHX
KaHaJiB BUTOKY iHQopMarllii Ha 00’ekTax iH(popmaliiHOoi
MISIIBHOCTI,

- BIOPOBAKyBaTH 3aX0JU Ta 3aCO0M TEXHIYHOTO 3aXHCTY
iHpopMalii Bi/l BATOKY TeXHIYHUMHU KaHAJIAMH;

CucreMu TEXHIYHOTO 3aXHUCTY
iHdopmarrii

BupoOHnya npakTuka
[lepenarecTariiiina mpakTuka
BukonanHs kBasiikariitHol
poboTH

CrientianbHi po3 i 3
MaTeMaTUKHU

OCHOBHU €JEKTPOHIKH
[IpukianHa KPUOTOIOTISA

PH18

3a0e3reuyBaTd IMPOIECH MOHITOPHHTY JIOCTYIY O
pecypciB 1 TpolieciB  iHGOpMaIiiTHO-TeIeKOMYHIKAI[IHHUX
CHCTEM;

- 3abe3neuyBaTd KOH(IrypyBaHHsS Ta (YHKIIOHYBAaHHS
CHUCTEM MOHITOPUHTY pECypCiB Ta TpOIECIB B
iHpopMaLiHO-TEIEKOMYHIKALIHHUX CHUCTEMaX;

YrpasiniHHA 1H)OpMaLiIiHOIO
6e31eKoro

PH19

- BUKOHYBaTH BIIPOBA/DKEHHS Ta MIATPUMKY CHUCTEM
BHSBJICHHSA BTOPTHEHb Ta BUKOPHUCTOBYBATH KOMIUIEKCHU

BupoOHuua npakTuka
[lepenarecTariiiina mpakTuka

3axucTy Ui 3a0e3nedyeHHs  HEeOoOXiMHOro  piBHSA

BukonanHs kBaiikariitHol
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1 2 3
3axuimieHocTi  iHdopmarii B iHdopMaIiiHuX,[podoTH
iH(pOopMaLifiHO-TEIEKOMYHIKaIHHIX (aBTOMATH30BaHUX )Y IpaBIiHHS 1H(POPMAIIITHOO
cHCTeMax; 0e31meKoro

- aHami3yBaTH €(EKTHBHICTHP CHUCTEM BUSBJICHHS Ta
MPOTHIl HECAHKI[IOHOBAaHOMY JIOCTYNMy JO PpecypciB i
MPOLIECiB B iH(pOpMaIIHHO-TETIEKOMYHIKAIITHIX
cHCTeMax;
- aHaJi3yBaTH Ta BIPOBAKYBAaTH CHCTEMH 3aXHCTY BiJ
3JI0BMHUCHUX TPOTPAMHUX KOJIIB.

2 BUBIPKOBA YACTHUHA
Busznavaerbcs 3aBasiku BUOOpY 3100yBavaMu HABYAJIbHUX JMCHMILIIH i3 3a1IPONIOHOBAHOI0
nepeJiky

5 PO3IIOAIT OBCAT'Y TTPOI'PAMU 3A OCBITHIMU KOMIIOHEHTAMU

. g,
5 2| 2| Bz
oy o £ < -E( =
= OcBiTHIi KOMIIOHEHT o < e B
=
S | E R
1 2 3 4 5
1 OBOB’SI3KOBA YACTHUHA 180
1.1 Iuka 3arajbHOI MiATOTOBKH 30
31 YkpaiHcbka MOBa 3,0 ic 1
32 [{uBini3amiiiHi IpoIecu B ykpaiHcbkoMy cycniibetBi | 3,0 | 13 3
33 [HO3emHa MOBa mpodeciiHOro crpsIMyBaHHS 6,0 ic |1;2;3:4
(anrmiiicbka / HiMelbKa / ppaHIly3pKa)
34 I{iHHiCHI KOMTIETEHIII1 QaxiBIs 6,0 ic 7.8
35 di3nyHa KyIbTypa i cropT 6,0 o3 | 1;2:3:4
5;6;7;8
36 [IpaBo3HABCTBO 3,0 I3 9
37 I{uBinpHa Oe3meka 3,0 ic 14
1.2 uka cneniajJbHOI MiATOTOBKM 150
121 baszoei oucyunninu 3a 2any33ro 3HaHL 23
b1 Buma maremaruka 8,0 ic |1;2:3:4
b2 ®di3zuka 8,0 ic |1;2;3:4
B3 Teopis IMOBIpHOCTEH Ta MaTEMaTHYHA CTATHCTHKA 4.0 3 7:8
b4 ExoHoMiKa 1 yIIpaBIiHHS MIIPUEMCTBOM 3,0 I3 15
1.2.2 Daxosi 0c8iMHI KOMNOHEHMU 30 CNeYIAIbHICIIO 97
D1 CrenianpHi pO3/IiId 3 MATEMATHKH 6,0 ic 5:6
D2 Beryn o daxy 3,0 3 2
D3 [TporpamyBaHHS 1 aITOPUTMIYHI MOBHU 11,0 | ic | 1;2;3:4
D4 OCHOBH €NEKTPOHIKH 50 | m 5,6
D5 Kibepzaxucr 10,0 | ic | 13;14;
15
D6 IadopmariitHi TeXHOJIOTIi 5,0 3 1:2




1 2 3 4 5
D7 MepekeBi TEXHOJIOT11 1 MPOTOKOJIH 8,0 ic 7,8
D8 KommiekcHi cucremu 3axucty ingopmartii 10,0 | ic 15
D9 ApXITEKTypa KOMI FOTEPiB 40 | m3 3,4
@10 |OmepariiiiHi cucremMu 6,0 ic 5:6
D11 CucTeMH TEXHIYHOTO 3aXUCTy 1HhOopMartii 6,0 3 11;12
®12 |[IpukiagHa KpUMITOIOTIS 9,0 ic 9:10;

11;12
®13 | YnpasniHHs iHGOPMAIIHHOIO 06€31EKOI0 50 | ic | 13;14
@14 |Ludposa creranorpadis 50 | ic 15
®15 |OcHoBH KibepOe3neku Ta 3aXucTy iHhopmariii 4.0 3 5:6
1.2.3 Ilpakmuuna niocomoska 3a cneyiaibHicmo ma 30
amecmayis
I11 [IpakThKa HaBYAJIbHA KOMII'IOTEpHA 6,0 | m3 4
I12 [[IpakTuka TEXHOJIOTTYHA 6,0 3 8
I13 | BupoOHuya nmpakTuka 6,0 3 12
[14 |IlepeparecTamiiiHa MpaKkTHKa 30 | m 16
KP |Bukonanns kBamidikaiiiHoi poooTH 9,0 16
BUBIPKOBA YACTHUHA 60
Busznauaerbcs 3aBasiku BUOOpy 3100yBavamMu
B HABYAJIbHHUX JUCIHHUILIIH i3 3aNIPONIOHOBAHOTO
nepestiky
Pa3om 3a 000B’A3K0B0I0 Ta BUOIPKOBOIO 240
YacTHHAMH

6 CTPYKTYPHO-JIOITTYHHA CXEMA
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[TocnimoBHICTF HaBUYaJNbHOI MiSUIBHOCTI 3700yBada 3a JIEHHOK (opMOro
HaBYaHHA (32 000B’s13K0BOIO yacTrHOIO OIl) mogana HUXKYE.

KinbkicTb ocBiTHIX
- KOMIIOHEHT, 110
o = 2 é = BUKJIA1a0THCHA
e 9 (=Y - . = NPOTArOM
g S 2 In¢dpu ocBiTHIX KOMIIOHEHTIB = § ~
) =) ="
o ERIE 5 Z
> g | 2| 3
= = =¥
D
]
1 2 3 4 5 6 7 8
1 1 1 |31,33,35,b1, B2, 3, ®6 60 7 8 11
2 |33,35,b1,B2, ®2, 3, D6 7
2 3 |32,33,35,b1, B2, @3, ®9 7 8
4 |33,35,b1, B2, ®3, ®9, IT1 7
2 3 5 |35, @1, P4, P10, D15, (B) 60 5 5) 9
6 |35, @1, P4, P10, D15, (B) &)
4 7 |34,35,B3, @7, (B) 4 5)
8 |34,35,B3, 7,112, (B) &)
3 5 9 [36,®12,(B) 60 2 2 4
10 | @12, (B) 1
6 [ 11 | 11, DI12,(B) 2 3
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1 2 3 &) 6 8
12 | @11, D12, 113, (B) 3
4 7 | 13 | @5, 13, (B) 60 2 8
14 | 37, @5, @13, (B) 3
8 | 15 | b4, @5, 8, ©14 4
16 | [14, KP 2
Ilpumimka:

KinpkicTh OCBITHIX KOMIIOHEHT Y YBEpPTSAX Ta CEMECTpax 3 ypaxyBaHHSIM BHOIPKOBUX
HaBUaJIbHUX JucHUILTIH (B) Bu3HauaeThes micis oOpaHHs HAaBYAIBHHX TUCIHHUILIIH 3100yBadyaMu

BUILIOT OCBITH




7 MATPULI BIAIIOBI/THOCTI
Tabnuis 1. Matpuris BiAMOBITHOCTI BU3HAUYEHUX OCBITHBOIO MPOTPaMOI0 KOMIIETEHTHOCTEH KOMIIOHEHTaM OCBITHBOI MPOTpamMu

23

KoMnoHeHTH OCBITHBOI IpOrpaMu

31

32

33

34

35

36

37

bl

B2

b3

b4

1

D2

D3

D4

D5

D6

D7

D8

D9

P10

P11

D12

P13

D14

P15

112

113

114

KP

KomnereHTHOCTI

K31

*

K32

*

K33

K34

K35

K36

K37

K38

Kd1

X k| k| X

K®2

K®3

KP4

*| *| *| *

K®5

K®6

K®7

K®8

| k| K| k| k| X| X

K®9

K®d10

Kdl11

*

Kd12




Tabmuis 2. Matpuiis BiAMOBITHOCTI pe3yIbTaTiB HABYaHHS KOMIIOHEHTaM OCBITHBOI IPOTpaMu

24

KoMnoHeHTH OCBITHBOI IpOrpaMu

31

32

33

34

35

36

37

bl

B2

b3

b4

1

D2

D3

D4

D5

D6

D7

D8

D9

P10

P11

D12

P13

D14

P15

112

113

114

KP

Pe3yanaTI/I HaBYaHHA

PHI1

*

PH2

*

PH3

PH4

PHS

PH6

PH7

PHS

PH9

PHI10

*| %] *| *

PHI1

PHI2

PHI13

PHI14

PHI15

PHI16

| k| k| *

PH17

PHI18

*

PHI19
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8 IPUKIHLEBI ITOJIOXKEHHA

[Iporpama po3pobsieHa 3 ypaxyBaHHSIM HOPMATHBHUX Ta 1HCTPYKTUBHHUX
MatepialliB MI>)KHAPOJHOTO, TaJTy3€BOT0 Ta AEP>KaBHOTO PIBHIB:

1. [TonoxxeHHST MPO aKPEIUTAIlII0 OCBITHIX IPOTpaM, 3a SKUMH 3I1HCHIOETHCS
I1Jr0TOBKA 3/100yBaviB BUIIO1 OCBITH, 3aTBepkeHe Haka3zom MiHicTepcTBa OCBITH 1
Hayku Ykpainu Big 11 jumus 2019 p. Ne 977. 3apeectpoBano B MiHiCTepCTBI
foctunii Ykpainu 08 cepmust 2019 p. 3a Ne 880/33851. [Enexrponnmii pecypc].
https://zakon.rada.gov.ua/laws/show/z0880-19.

2. Kputepii omiHiOBaHHS SIKOCTI OCBITHBOI mporpamu. Jlomatok mo IlomoxxeHHs
PO aKpeaUTAallll0 OCBITHIX MPOTPaMm, 3a IKUMU 311MCHIOETHCS MIJTOTOBKA 37100yBayiB
BUIIOI ocBiTH (MyHKT 6 po3ainy I). [Exekrponnuit pecypc]. https://naga.gov.ua/wp-
content/uploads/2019/09/Kputepii.pdf.

3. Ksgir Cepriit. JlopoxHs kapTa peopMyBaHHs BUIIOI OCBITH YKpainu. OCBITHS
noJituka. [Topran rpomancekux excrieptiB. [Enexrponnuii pecype]. http://education-
ua.org/ua/articles/1159-dorozhnya-karta-reformuvannya-vishchoji-osviti-ukrajini.

4. I'mocapiii. HamioHanpHe areHTCTBO 13 3a0€3MEYEHHS SKOCTI BUINOI OCBITH.
[EnexTponHmii pecypc]. https://naga.gov.ua/wp-
content/uploads/2020/01/%d0%93%d0%bb%d0%be%d1%81%d0%b0%d1%80%d1
%96%d0%b9.pdf.

5. JloBimHHK KOpHUCTYyBaua €KTC [EnexTpoHHUM pecypcl.
http://mdu.in.ua/Ucheb/dovidnik_koristuvacha_ekts.pdf.

6. 3akon  VYkpaimm «IIpo Bumy ocBity» [EnextponHmii  pecypc].
https://zakon.rada.gov.ua/laws/show/1556-18.

7. 3akoH Ykpainu «IIpo OCBITY» [EnekTponHuMiA pecypcl.
https://zakon.rada.gov.ua/laws/show/2145-19.

8. Jluct MinictepcTBa ocBiTH 1 Hayku Ykpainu Big 28.04.2017 p. Nel/9-239
I0JI0 BUKOPUCTaHHS Y poOOTI 3aKja/aiB BUIOI OCBITH MPUMIPHUX 3pPa3KiB OCBITHIX
mporpam.

9. MetoauuHi pekoMeHaIli MO0 PO3POOJICHHS CTaHIAPTIB BUINOI OCBITH,
3aTBEp/KEHI Haka3oM MiHicTepcTBa ocBiTH 1 Hayku Ykpainm Bim 01.06.2016 p.
Ne 600 (31 3miHamm).

10. Cranmapt BUIOI OCBITH IMJATOTOBKM ©OakajaBpa 31  CIEHIaIbHOCTI
125 «Kibepoesmneka». CBO-2018. — K. : MOH VYkpainu, 2018. — 19 c. — Breaeno B
nito HakazoM MOH VYkpainu Big 04.10.2018p. Ne 1074.

11. ITocranoBa Kabinery MinictpiB Ykpainu Bim 30 rpyans 2015 p. Ne 1187
«IIpo 3arBepmxenHs JlineH31MHUX YMOB TPOBAIKEHHS OCBITHBOI JISUIBHOCTI
3akianiB ocBiTiy. http://zakon5.rada.gov.ua/laws/show/1187-2015-n/page.

12. Jluct MinicrepcTBa ocBiTH 1 Hayku Ykpainu Big 05.06.2018 p. Nel/9-377
1010 HAJIaHHS PO3’SICHEHb CTOCOBHO OCBITHIX IIPOTPAM.

13. [lonoxeHHsst Tpo oOpraHizalild OCBITHHOTO mporecy HarioHanbHOTO
TEXHIYHOTO  yHIBepcuTeTy «JlHIMpoBchbka mojdiTexHika» (i3 3MiHAMH  Ta
nomoBHeHHs MU Bl 28.05.2020 Ta 07.03.2023, 3arBepmkeHumMu BueHoro pamoro



https://zakon.rada.gov.ua/laws/show/z0880-19
https://naqa.gov.ua/wp-content/uploads/2019/09/Критерії.pdf
https://naqa.gov.ua/wp-content/uploads/2019/09/Критерії.pdf
http://education-ua.org/ua/articles/1159-dorozhnya-karta-reformuvannya-vishchoji-osviti-ukrajini
http://education-ua.org/ua/articles/1159-dorozhnya-karta-reformuvannya-vishchoji-osviti-ukrajini
https://naqa.gov.ua/wp-content/uploads/2020/01/%d0%93%d0%bb%d0%be%d1%81%d0%b0%d1%80%d1%96%d0%b9.pdf
https://naqa.gov.ua/wp-content/uploads/2020/01/%d0%93%d0%bb%d0%be%d1%81%d0%b0%d1%80%d1%96%d0%b9.pdf
https://naqa.gov.ua/wp-content/uploads/2020/01/%d0%93%d0%bb%d0%be%d1%81%d0%b0%d1%80%d1%96%d0%b9.pdf
http://mdu.in.ua/Ucheb/dovidnik_koristuvacha_ekts.pdf
https://zakon.rada.gov.ua/laws/show/1556-18
https://zakon.rada.gov.ua/laws/show/2145-19
http://zakon5.rada.gov.ua/laws/show/1187-2015-п/page
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yHiBepcuTeTy) / MiH-BO OCBITH 1 Hayku YKpainu, Har. texH. yH-T. — J{nHinpo : HTY
«I1», 2023. — 52 c.

14. Tlonoxenns npo (GopMyBaHHs TepeiKy Ta oOpaHHsS HaBYAIbHUX JUCLUIUIIH
3no0yBadyamMu  BHUINOT  OCBITH  HalmioHanbHOTO  TEXHIYHOTO  YHIBEPCUTETY
«/lHimpoBchbka ToOJMITEXHIKa» (31 3MIHAMH Ta JOTMOBHEHHSMH, 3aTBEPKEHUMU
Buenoro panoro yuiBepcurery Big 22.04.2021, mportokon Ne 7) / Hau. TexH. yH-T
«JlninpoBceka momitexnikay. Juinpo, HTY «/II1», 2021. — 12 c.

15. TlonoxkeHHsT MpO TOPSAIOK peaizarlii npaBa Ha aKaJeMiyHy MO61JIBHICTI>
HarmionanpHOro TeXHIYHOro yHiBepcUTeTy “‘/IHIMpOBChKa TMOMITEXHIKA”  BiJ
19.04.2018 p.

16. IIpo BHeceHHs 3MiH J0 MEPEIiKy Taly3ei 3HaHb 1 CHEIiaTbHOCTEH, 32 IKUMHU
3IMCHIOEThCS MIATOTOBKA 3100yBauiB BuIOi ocBiTH / IlocranoBa KabGinery
MiHicTpiB Ykpainu Big 16 rpynus 2022p. Ne 1392.

OcBiTHS mNporpaMa ONPUIIIOJHIOETbCSI HAa CaWTlI YHIBEPCUTETY A0 IMOYATKY
PUIIOMY CTY/ICHTIB HAa HABYAaHHS.

OcBiTHS porpama NOIIUPIOETHCS Ha BCl KaeIpu YHIBEPCUTETY Ta BBOJIUTHCSA
B 110 3 01 BepecHs 2024 poky.

TepmiH aii OCBITHBOI IPOrpaMH HE MOXKE INepeBHIyBatd 3 pokud 10 micsmis
Ta/abo mepion akpenutarlii. OCBITHS Mporpama Mijiarae neperisaay BiAMOBIIHO 10
3MIH HOPMaTUBHOI 0a3u Ykpainu B cdepi BUIIOI OCBITH, ajieé HE PiJIIIe OJHOTO pa3zy
Ha piK.

BiamoBinanpHICTh 3a SIKICTh Ta YHIKQJIbHI KOHKYPEHTHI MepeBaru OCBITHHOI
IIPOrpaMu Hece rapaHT OCBITHbOI IPOrpaMu.



HaBuannHe BugaHas

I'epacina Onekcanapa BonogumupiBHa
Kopuienko Banepiii [BanoBuu
Karaniii Tersauna CraniciaBiBHa
Kpyuinin Onexcanap BomoaumupoBuy
Tumodeen Imutpo CepriiioBuu
IBanbkoBa Mapis CepriiBHa

OCBITHbO-TIPO®ECIMHA ITPOI'PAMA «KIBEPBE3IIEKA»
BAKAJIABPA
CHEIIAJBHOCTI 125 KIBEPEE3IEKA TA 3AXUCT IH®OPMAIIIL

Enextponnui pecypc

Bunano
y HarioHalbHOMY T€XHIYHOMY YHIBEPCUTETI
«JIHITPOBCHKA MOJIITEXHIKAY.
CainonrBo nipo BHeceHHs 10 JlepkaBHoro peectpy JAK Ne 1842 Bix 11.06.2004.
49005, m. JIainpo, npoct. Jimutpa SABopHHIIBKOTO, 19.



PENEH3IA-BIIT'VK

Ha OCBITHBO-TIpodeciiiny nmporpamy «KiGepOesIekay miIroToBKU 3100yBadiB
OCBITH IIepIioro (0akaiaBpChKOT0) OCBITHBOT'O PIiBHA 3a CIICMialbHICTIO 125
«KibepOe3meka Ta 3axucT iHpopMarrii» ramysi 3Hanb 12 «IHdopmarriiini
TEXHOJIOT1»

IlpencraBnena kadenporo Oesmekn iHopMamii Ta TeleKOMYyHIKaIlii
oCBITHBO-TIpO(eciiiHa nmporpama «KibepOe3meka» BiIIOBiIae CydacHUM BHMOTaM
IT-iHgycTpii Ta BHMOTaM pPHUHKY Ipari IMOAO MiATOTOBKH (axiBIliB, 3JaTHHX
MPOBOJUTH TEOPETHYHI Ta EKCIIEpHMEHTAalIbHI JOCII/DKEHHS B ramysi kibep- Ta
iHpopMamiiiHOTO  3axHCTy; (opMymroBaTH Ta e(EKTHBHO pPO3B’sA3yBaTH
CIlelliai3oBaHl  3aBHaHHA IPAaKTHYHOTO XapaKTepy BIIIOBIHOIO  PIBHSI
npodeciifHOl JIAIFHOCTI Ha OCHOBI ITO€IHAHHS OCBITH, HayKH Ta IHHOBAIill i3
3a0e3MeYeHHsIM 1HTerpallii 0 MIXKHApOJIHOTO HayKOBO-OCBITHBOTO MIPOCTOPY, IO
CIIPUSIE€ COITiaNIBHIN CTIHKOCTI if MOOUTEHOCTI BHITYCKHHUKA Ha PHHKY IIparli.

3mict OIIIl Mae 9iTKy CTPYKTYpY, OCBITHI KOMIIOHEHTH, IO BKJIIOYEHI IO
OIIII € 7OTIYHO BUKIAJACHUMH Ta JO3BOJIAIOTH PO3KPUTH CYTh aKTyalbHHX Ha
CBOTOJIHI TIPOOJIeM 3aXUCTy iHGopMarmii 3 ypaxyBaHHsAM cydacHHX peaniii IT-
OisHecy. HasBHiICTHP BHOIPKOBOI YacCTHHH OCBITHIX KOMITOHEHTIB JIO3BOJISE
3100yBadaM CaMOCTiifHO ()opMyBaTH BIIacHY iHIUBITyaJbHY OCBITHIO TPA€KTOPIIO
Ta (opMyBaTH BiIOBiTHI (paxoBi KOMIIETEHTHOCTI.

IIporpama BpaXxoBye IIEPCHEKTHBHI HANpsSMKH pPO3pOOOK IITYYHOTO
IHTeNeKTy, 3ale3medye IMHOOKI 3HAHHSA IMOJO CYYaCHHX Mojelei, MeTOHiB,
aJTOpUTMIB 3a0e3redeHHs KiGepOe3mekH Ta 3axXHCTy iHdopMmarlii, mependadae
BUBUYEHHS CyJacHHX 3ac00iB iH(popMaIiiHO-KOMYHIKaIli fHIX TEXHOJIOT1H.

KanpoBe, MarepianbHO-TeXHIYHe 3a0e3lIeUeHHS BIIMOBia€ yciM BHMOraM
moJ0 3a0e3MeYeHHs IPOBA/DKEHHS OCBITHBOI JISUTBHOCTI IS IEPIIOTO
(GakamaBpChKOr0) piBHSA BHINOI OCBITH BiAmoBigHO npo0 JIineH3ifiHHX yMOB
MPOBaPKEHHS OCBITHBOI JisUIbHOCTI. HaBuanmpHO-MeTommuyHe Ta iHpopMaIliine
3a0€3MeUeHHsT  OCBITHRO-TIPOQECiiiHOT IpOrpaMH  BiJNOBiJa€  HOPMATHBHHM
JOKyMeHTaM  HaIlioHaJpHOTO  TEXHIYHOTO  yHiBepcHTeTy  «J[HIIpoBchka
TIOJIITEXHIKa.

Bpaxaro, mo penenzoBana OIIl «KibGepOesmeka» Moxe OyTH
PEKOMEHJIOBaHAa O BHKOPHUCTAaHHS [ MIJTOTOBKH 3700yBadiB IIEPIIOTrO
(GakamaBpCHKOT0) piBHS BHIIOI OCBITH crieriaabHocTi 125 KibepOesmeka Ta 3axXucT
iH(opmarii.

[Momiunuk ["eHepanbHOro AMPEK
JIIT «KB «IliBaenrHe» 3 6e3nexH:



PEIIEH3IS CTEHKXOJIIEPA
Ha OCBiTHBO-TIpo(eciiiny nporpamy «KibepOesmekay
MiATOTOBKH 3/100yBadiB OCBITH Hepuoro (6akaaaBpChKOT0) OCBITHBOI'O PiBHA 3a
creniagbHicTIO 125 «KibepOesneka Ta 3axXHCT iHpopMamii»
ramysi 3HaHb 12 «IH}popManiiiHi TeXHOIOTII»

IlomaHa Ha peLleH3yBaHHS OCBiTHbO-IpodeciliHa mporpama Mae JOTidHO I0OyI0BaHY
CTPYKTYpy Ta BpaxoBye€ Cy4YacHI TeHJEHIl PO3BHTKy Traily3i 3axucTy iHdopmamii Ta
KiOepOe3nekn, a TaKo)X BHMOI PHHKY npami. YiTka yIOpSJIKOBaHICTh Ta aKTyaJbHICThH
BusHaueHHX B OIIIl OCBiTHIX KOMIOHEHTIB cHpHSIE€ e(QEeKTHBHOMY OIlAaHYBAaHHIO
3go0yBadaMH Iepe0adeHNX IPOrpaMHUX pe3yIbTaTiB HaBYaHHS, IIO BH3HAYAIOTh
000B’S3KOBUI 3MiCT MIJTOTOBKH i KOPEIIOIOTHCS 3 INEpellikoM 3aradbHHUX i CHeIiaJbHHX
KOMIIETeHTHOCTEH.

KampoBe, MaTepialbHO-TEeXHIUHE, HaBYaJbHO-METOJHYHE Ta  iHpopMamiliHe
3abe3mnedeHHs Kadeapu IporpaMHOro 3a0e3neyeHHs] KOMIT IOTepHHX CHCTeMBIANOBigae ycim
BHMOTaM INoJO 3a0e3lledeHHS IIPOBA/DKCHHS OCBITHBOI IiSUIBHOCTI IS IIEpHIOTO
(6akanaBpchKOro) piBHS BHIIOI OCBiTH IO MiITOTOBII BHCOKOKBali(iKoBaHHX (paxiBIiB, sSKi
3[aTHI IIPOBOJUTH TEOPETUYHI Ta eKCIIEPHMEHTAJIbHI JOCTiDKeHHS B Taly3i KOMIT FOTepHHX
HayK, BMiIOTb (pOopMyIIroBaTH Ta e(peKTHBHO PO3B’SI3yBaTH CKJIA/(Hi CIeliaTi30BaHi 3aBJaHHS
NPaKTUYHOIO XapaKTepy BiINMOBITHOTO piBHS mpo¢eciiiHOl MisSUIBHOCTI, IO CHpHSE
comianbHill CTIHKOCTI i MOOLIPHOCTI BUITYCKHHKA Ha PUHKY IIparli.

OcCHOBHUM ()OKYCOM OCBITHBOI IPOTpaMH € IMiAroToBKa (paxiBIiB, 3JaTHHX pO3pOOIATH,
BHKOPHCTOBYBAaTH i BIPOBa/UKyBaTH TeXHOJOTIi iHpopmamniiiHoi Ta/abo kibepOesmeku B
iHpopmaniiiHO-KOMYHIKAIIfHUX CHCTeMaX Ta Mepexax, IPOrpaMHHX MeTOIIB 3aXHCTY
iHpopmanii, MOOLIEHIX KOMYHIKalill Ta iH()OKOMYHIKalliHHIX TEXHOIOTIH.

IlinkpecmrorouH aKTyaldbHICTh IIpe[CTaBISHOI OCBITHbO-NIpodeciiiHoi mporpaMu
«Kibepbe3neka» peKOMEHIyI il 10 BOpPOBa/DKEHHS B Ipolec (axoBOi MiATOTOBKH
3n00yBadiB meprroro (0OakaJaBpCchKOro) piBHS BHINOI OCBITH cHemiaJpHOCTI 125

Kibepbesneka Ta 3aXUCT iH(poOpMaIii.

Jlupextop ToBapHCTBa 3 0OMEKEHOK) anexin Irop Cepriiiosuy
Bi/INOBIAJIBHICTIO

«Arenuis 6e3nexu «I paanb»



